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Benefits of network intelligence

v" Automated and intelligent solutions

v Traffic steering and optimization EE
v Strengthen customer/partner E%

v Full Internet supply chain visibility

ElERRSE v Increased revenue
@ v Reduction in CapEx and OpEx
v Increased QoE and QoS
? v Increased efficiency and productivity
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How we do It
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Flow Explorer- Transform data to information
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P' BENOCS Analytics

Source AS
o filters
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Volume Share for Egress Router

@ Begin End
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Internal Network [26%] I
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B G o =20y [12%) Vodafone Vodanet (3209)(8.8%] I
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tnk  # Interface Index & Flow Average Flow Max s Flow 95th s SNMP Max Traffic s SNMPOSth & SNMP Max Utilization s SNMP Max Capacity s SNMP Total s Flow Total s

OFRGEASI HKG-EA-1 10.3 Gbps 21.8 Gbps 18.9 Gbps 21.9 Gbps 19.1 Gbps 40.78% 662 Gbps 2.89PB 2.89PB
AMSEASIT AMS-EA-1 9.05 Gbps 20.1 Gbps 17.4 Gbps 202 Gbps 17.5 Gbps 71.25% 302 Gbps 261P8 2548
HKG-EA-2 HKG-EA-2 8.07 Gbps 17.6 Gbps 14.7 Gbps 17.7 Gbps 14.8 Gbps 37.95% 48.4 Gbps 226 PB 227PB
L-sA-1 LsA-1 7.44 Gbps 16.2 Gbps 13.6 Gbps 16.5 Gbps 136 Gbps 4633% 448 Gbps 208 P8 209 PB
NERGEROIN HKG-EA-O 6.48 Gbps 142 Gbps 11.9 Gbps 14.3 Gbps 12 Gbps 29.14% 75.6 Gbps 1.81PB 1.82 PB
LsA0 L-5A0 4.43 Gbps 9.94 Gbps 8.14 Gbps 10 Gbps 8.09 Gbps 4434% 33 Gbps 124 P8 12478
00 AMS-EA-0 4.42 Gbps 10.2 Gbps 839 Gbps 10.3 Gbps 8.41 Gbps 68.84% 17.2 Gbps 1258 124 P8
L-sA2 3.83 Gbps 8.76 Gbps 7.04 Gbps 8.79 Gbps 7.05 Gbps 45.74% 19.6 Gbps 107 PB 107 PB
W AMS-EA-2 3.79 Gbps 8.28 Gbps 7.02 Gbps 834 Gbps 7.1 Gbps 50.60% 156 Gbps 107 B 1.06 PB
57.8 Gbps 107 Gbps 108 Gbps 351 Gbps 163 PB 162 PB




Raw Network Analyzer

Advanced Query
filtering with 30

1

datapoints

Right click on the
table to choose all
30 datapoints using
“Select a column”
option

Clicking on the two
dots below each
column heading will
group the table by
that column
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Begin End

B | 26.08.2024 13:30 uTC

13:40
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urc | T

Advanced query filter

AND ¢ (ot

k Ininterface Type 3
e

equals s edge-facing ¢

&8 Destination Port
Destination Subnet

value $ || 2906

equals s

Remove rule
Remove rule

Destination Subnet aggregated
Duration

Egress Router
Exporting IP
Exporting Router
Forward AS Path
Handover AS

IP Version
Ininterface
Ininterface Name
Ininterface Type
Nexthop AS
Outlinterface
Outinterface Name
Protocol

Sampling Direction
Sampling Rate

Thps

Saurce AS
=
T T T T 1
1340 14:00 14:20
Ininterface Name Source Subnet Source Application Source Infrastructure Handover AS Exporting Router _
D) s @ s @ s @ : @ s @ s Bytes W Average Bps % MaxBps =
_bundle-ether3| NeazozgMe|  [NEHix| nflxvideo.net [2906] selecta colomn x  284TB 63.1 Gbps 63.6 Gbps
i Inlnkerlese Name
'bundle-ether3| [2a00:86¢0:2075:/48]  [Netlix] nflxvideo.net (2908 8 28178 62.4 Gbps 64.5 Gbps
_ [2a00:86c0:2015:/48]  [Netix] nftxvideo.net (2908 u 26.7 T8 59.3 Gbps 61.9 Gbps
_bundle-ether3| 2a00:86c0:2014:/48  [NEHR| nflxvideo.net 2908 26.6 TB 59.1 Gbps 60.3 Gbps
i
_bundle-ether2 | 2a00:86c0:2078:/48  [IEHR| nflxvideo.net 2908 i 23478 52 Gbps 54.2 Gbps
_bundle-ether1| 12a00:86c0:207%:/48| [ Nethlix| nflxvideo.net 2908 S 22978 50.9 Gbps 53.9 Gbps
[ E Ininterface Type
'bundle-ether3| [45.57.74.0/24] [Netflix] nfixvideo.net (2906 S 18.8 TB 41.7 Gbps 425 Gbps
'bundle-ether3| [Netflix| nflxvideo.net (2906 canfm 186 TB 413 Gbps 422 Gbps




Use Case

Reduction of Indirect
traffic - SURF



Transit Provider [44%]
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Solution

Indirect traffic was coming from a major CDN.

- Jeachim, Network operator on SURF, reached out to BGP Engineer of the
CDNuin question, and suggested corrections to the BGP announcements to
steer traffic towards the direct interconnection and not via a transit provider.

The direct traffic jumped from 42% to 80%, an absolute increase of 90%.
Consequently, the indirect traffic fell, from 58% to 20%, bringing the traffic
flow to the IP upstream provider below the Committed Data Rate (CDR). This
shift in traffic to the direct interconnection with the CDN network saved
substantial monthly costs for SURF.
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Major CER Internal Network [85%]
Major CON_ [100%]
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Use Case

More examples at a
glance




BENOCS Analytics Usecases

Sales, Marketing & Network Operations, Network Engineering,
Peering NOC, Firstline BGP-Engineering, Traffic

Capacity Planning

Maintenance Engineering

Prospect identification Monitor peers, transit, caches Route optimization Interconnect capacity

Flow explorer Flow explorer Flow explorer Looking Glass

Peering & cache locations Alerting without noise Route debugging Backbone links capacity

. ore OW
Flow explorer Looking Glass Core Planner IR

Policy control Traffic debugging Localization of traffic- Alerting without noise

Raw Network
Flow explorer M Flow explorer
Customer Portal

Profitability checks Route debugging Localization of traffic- steering

Flow explorer Looking Glass Flow explorer

Customer retention

Flow explorer
Customer Portal
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VRF Inspection

B, BENOCS Analytics ~ Flow Explorer  ASFlo Border Planner g Gla Raw Netwol

VRF Name @ SourceAS @ Handover AS @ Nexthop AS @ Destination AS @ Begin End
0filers 0filters Ofilters M  Ofilters 0 filters o

1 Check volume ;

i

- rme\r

- | [5.3%] I

» - ﬂ)%]II
I " [1%]

B ik ¢ - wiezs) [l
share for VRF I ] . - - o] -
Name | = en s ey et ] N

B v ””%]. T oo vonn oo [13%) [l
NoVRF [30%] " I S s - - - o Emﬁ
o 224) * —— . Bl wen s [2%) W
e e o e W, s 0325, B
; wliftr | L L ] R ———
_— &%) — B * . i e [3.48] [zsw) I
Wonmine 334 B e e (725) (23%) I
o ——— s [475]
- i [Lew]
v T 158 Others [245]
= R PESE
Traffic levels
d d Volume Share for VRF Name Volume Share for Source AS Volume Share for Handover AS Violume Share for Nexthop AS Volume Share for Destination AS
p p Utilization Thresholds =~ se— — —

O pelatie @D ShowSNMPTotalTraffic () Show Extrapalated Flow (3.23% divergence)
0% W% 40% 0% 0% 100%

significantly

NS sdgs
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Find sudden changes to your network in a

click

Benocs Analytics Flows  Internal Links  Flows by Path

Check volume
share for
Destination
AS

Traffic levels
dropped
significantly
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Source AS 11 Handover AS 1 disaggregations Nexthop AS 12 disaggregations
0 filters applied 1filters applied a @ ofiters applied
Neff (2306) 25%]
Facebaok (3293) 20%]
I Others [14%] Customer Network (1234) [100%]
I Akamal (20040)[13%]

‘ Amazon ({6509 03]

Destination AS 11 disaggregatons

1filters applied

Begin
a 1501200

YourPest (1236)[1%)

Tl Carier (1299125 I

End
21022020

Eyebal netvork XYZ(36796) 17%)

Ciy Camer (4579)[124] I

n R ki gy ]
I Level3(3356)[6.3%)
Baidi N
1) Aok (165)[35%) - —_
I Vave (02590 [24%) =
I Edgecast(15139) 219 =
0 Avamal Technologes (16625)[20%] =
5 Highings Netvork Group (20446) {1 34] =
imelght Networks (22822) [1.1%] =
Volume Share for Source AS Volume Share for Handover AS Volume Share for Nexthop AS Volume Share for Destination AS
Relative Cannot display for flter(s Destination AS. Please clear this filter to view SNMP.
GH]
0
500
oy
2
50 &
!
o §
E
50§
H
20 &
1500
1000
50
: - 1}
oot e e oo oo
2 192
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ldentify critical capacity routers using thresholds

? Benocs Analytics  ASFlows  Links  Flows by Path

Start End
Routers in 23112019 B 02022020
Vienna have o

been listed as I I II I I I II I
“critical” for u - | IS 5B
over a month. IIII I I III | ||I I IIII ___I__l Il III I__l I I | I__l

Wecansee | B I ‘I ffffffffffffffffffffffffffffffffffffffffffffffffffff

T T T T T T T T T T T 1
th a t d O u b I i n g 2019 11 -23 2019~ 11 -28 2019- 12 03 2019-12-08 2019-12-13 2019-12-18 2019-12-23 2019-12-28 2020-01-02 2020-01-07 2020-01-12 2020-01-17 2020-01-22 2020-01-27 2020-02-01

. Link Build out,§  Capacity Daily Max Utilization Min ¢ Mean ¢ Max: A =
the capacity e 2 Fier..
In Most cases VIE-EA-O — 5-5A-0 206 I I I 206 409 793 24 0
was enOUg h VIE-EA-1 = VIE-EA-0 54G 38.1 56.4 83.2 52 0
to solve the VIE-EA-2 — L-SA-2 305 463 732 24 0
p ro b | em. VIE-EA-1 < VIE-EA-2 34.8 54.1 74.2 47 0
0

20.6 409 793 24

VIE-EA-0 — L-SA-0

Page 1 || of2 5 rows v Next




Backbone Optimization - Check the traffic
traversing through core-router links

Source AS 9shown  Handover AS 8shown  Ingress Router 3shown @ Link Start 3 shown Link End 3 shown Egress Router 77 shown G2  Nexthop AS 72shown Destination AS 10 shown  Begin End
0 filters appli 0 filters applie 0 filters applied 1filters appli €@ [ 2 filters appli € 0 filters aj 0 filters applie 0 filters applied 05.022020 I 15.02.2020 View v u
. B-EA-0 [23%]
‘ u rre n t V I e W Netflix (2906) [36%] Netflix (2906) [36%] Internal Network (0) [37%] Internal Network (0) [37%]
US EA-1[48%] v L
t t t . NYCEC1 [66%] B-EA-1[13%] I
C a e rs O ra I I I C Amazon (16509) [175] Tella (1209) [18%] B-EA2[12%)] I Vodafone Vodanet (3209) [11%] I Others [12%] I
.
p assin g fro m U S A — Iensmm reetom ez [ voustons T omo0s (1% I
I Akamai (20940) [15%] Apple Engineering (714) [14%] U AR EURER o ATET US (7018) [7.3%
t E e I CEFERD ATAT US (7018) [7.3%)
WAS-EAT [20%] “EA ,
O u ro p e l Valve (32590) [3.6%) Amazon (16500) [14%) Rl %l KPN-Netco (1136) [6.5%]
DU-EA-2 [9.6%] I
. Apple (6185) 8 391 US EAZ[24%]  EUR EA2[24%] Lever 3 3350 (5%l [l verizon (701)(5.5%] [
a C O n e I n S . LAX-EB-T [14%] Koo oy l others [4.7%] [l
LeaseWeb (16265) [7.3%]

N T Telia (1299) (4.0% B 1y Tetekomunikasyon (9121) [5.0%)
Fastweb (12874) [3.9%]

DU-EA0 [3.9%) I Versatel Deutschiand (3351 [3.2%] I

OU-EA1 (3.7%] Bl Turk Telekomunikasyon (9121) [3.0%]

Liberty Globat (6830 [4.6%] [l
Versatel Deutschiand (8881) (3.9%] [
Fastweb (12874) [3.9%

[ oters i6.7%)

Level 3 CDN (202318) [0.58%]
= TwichTV (46489) [0.36%]
= Fastly (54113) [0.050%]

VIE-EA-2 [1.9%] Il Telefonica de Espana (3352) [2.3%)] Il
B re a k O t a n d E KPN-Netco (1136) [2.2%] Telefonica de Espana (3352)[3.4%] [l
u Wolume Share for Source AS ~ Volume Share for Handover AS  Volume Share for Ingress Router  Volume Share for Link Start ~ Volume Share for Link End  Volume Share for Egress Router  Volume Share for Nexthop AS  Volume Share for Destination AS

ﬁ Ite r a n y ) Relative () Show SNMP Total Traffic Shaw Extrapolated Netflow (1.95% divergence) » Gh'-“;’;gjb;gamu'g %"E\.ﬁ .
dimension(s) you
are interested in

(oWl noH abesay)sdao

The table gives
you traffic split in
actual numbers to
VS capacity of =

. US -EA-1 AMS-EA-1 5.66 Gbps 12.3 Ghps 10.6 Gbps 12.4 Gbps - 41.21% 30 Ghps 673 TB 673 TB

t h a t | | n k Us EAD AMS-EA-0 3.23 Gbps 7.1 Gbps 5.94 Gbps 7.19 Gbps - 35.93% 20 Gbps 383 T8 383 TB
AMS-EA-2 2.82 Gbps 6.5 Gbps 5.24 Gbps 6.52 Gbps - 3261% 20 Gbps 335 T8 335 7B

Total 11.7 Gbps 70 Gbps 139 P8 1.39 P8
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Aitor Mendaza
amendaza@benocs.com

BENOCS GmbH
Reuchlinstr. 10, 10553 Berlin
+49 305770004 -0

benocs.com
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Thank you!
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