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What’s new (since 2023), clients: in short

= New native Android version
Chrome OS support
= New native iOS (iPadOS) version
® Linux version
Now also GUI
= WIP: macOS version

= New Windows version




What’s new, portal

Q moreelsepark.geteduroam.nl

Connect to 9
® |nstallation Scripts moreelsepark.geteduroam.nl

® ChromeOS support via ONC (instead of Android App)

@ |Improved pkcs12 output
Compatibility (added subjectAltName, compatible crypto)
Optional passphrase settings

= New discovery format, OAUTH endpoint discovery
Allows to enter URL to test portals (clients WIP) /
Opens up ability to provide more languages (WIP)

Need to store endpoints not discovery ID (TBD)
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Portal plans

Log streams

Usage

Pseudo account creation (ie. syslog for SIEM) /

Self revocation (API for clients)

Usage limits /

Improved documentation, installation scripts

CRL improvements
Per realm, organization (new level), pseudo-credential validity
Helpdesk information

Store mail-addresses optionally to inform users about expiration
(alternative to the OS notifications)




Portal deployment considerations

= The portal code is created to allow multiple realms/organizations

Each realm has it’s own CA by default
= Some NROs deploy containers per institution, easy to clean up
= Qccasional deployment with RADIUS at institution and portal/CA at NRO

= Easy to use the eduGAIN connected instance, possibly migrate (or keep it)




New Apps use branding guidelines
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The old Apps are replaced

= Old App:

08:37

eci uroam

LNCR il

Institution

Q

eduroam configuration

08:38 LUNCR ]
< SUR X

Sur Vocational College

CNRS - Institut de Recherche sur la Catalyse UMR...
CNRS de GIF SUR YVETTE - Délégation lle de Fra...
SURF

SURFnet

SURFsara bv

Geological Survey of Austria

Geological Survey of Slovenia
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> SUR SIR SURINAME &
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7123 @ Nederlands
) .
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eciu roam

Username
paul.dekkers@surf.nl

Password

*Note: if the connection fails, please check your password

CONNECT TO NETWORK

Need help ? Click here for support
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°
etluroam

Provide information

Username
paul.dekkers@surfneq

The username is incorrect

Password

? Passwords

123 spatie @ . return

09:19 o © w40

°
eduroam

&

Enjoy using eduroam!

Wi-Fi is now configured on your
device.




New Apps

© ®56d40

& Select a profile

= Sustainable support contracts with developers
(Windows, iOS, Android/Chrome) S———

NL

= Native code (eg. Kotlin) instead of framework

Profiles

TTLS-PAP

Smaller, better performane on weak devices
TTLS-MSCHAPv2

= Unfortunately some new bugs with the release early Jan 2024

PEAP-MSCHAPvV2
Most were fixed fast All EAPS

PWD

We test a LOT but there’s SO much diversity in eduroam profiles >

TTLS cert mess

People don’t always realize the state their CAT profiles are in

TTLS self-signed 1
= Use default browser, works better with password managers and SSO sessions TILS self-signed 2
@ Support for ChromeQOS

= New translations, more platforms

CONNECT




new App versions

W o T 16:18 wF
<4 Zoek
Q Q surﬂ SURF
NL
SURF
NL >
Profielen
eduroam
'geteduroam' wil
'geteduroam.nl’ gebruiken
om in te loggen
Hiermee kunnen de app en de website
informatie over jou delen.
Annuleer Ga door
'surf’ SURFconext SURFcert
g w e r t y u 1 o0 p

eduroam eduroam 123 spatie return
VERBIND

@ 9

Dark mode

SURF
NL

Profielen

eduroam

'geteduroam’' wil verbinding
maken met wifinetwerk
‘eduroam'?

Annuleer Verbind

VERBIND




new App versions
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Amsterdam UMC >
NL
Hogeschool van Amsterdam >
NL
ROC van Amsterdam
NL >
Spinoza Lyceum Amsterdam >
NL
University of Amsterdam >
NL
‘ams’ als ah
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discovery

Uninett
NO

Profielen

Ansatt

geteduroam (sertifikat)

Terms of Use

You must agree to the terms of use
before you can use this network.

See www.eduroam.no for Terms
of Use.

Disagree Agree

Uninett - Employee network

For Uninett og Norid ansatte. Husk brukernavn er

user@uninett.no

Terms Of Use
See www.eduroam.no for Terms of Use.

VERBIND

ToS

Uninett X

NO SURF
NL

Profielen

Ansat Login Required o/

Please enter your username
and password.

getedi

Unine

For Ur S

Cancel Log In
Terms ur use
See www.eduroam.no for Terms of Use.

VERBIND

{ Wachtwoorden
QWEWRTY U1l OFP
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44 Z X C VB NM &

123 spatie return eduroam

@ Q__} v Verbonden

Passwords




Changes in 2024, a few examples

Android, use embedded browser on Android when the OS browser is replaced

Sideloading .eap-config on iOS, via X and from .eap-config Files

Support for CAs with empty CN (GoDaddy)
and other CA compatibility issues /

Handle long/many servernames from CAT /

Enable scrolling with a lot of profiles

Certificate passphrase prompts

Realm enforcement/suggestions

Parallel use of geteduroam and getgovroam on iOS

Support for ChromeQOS (Android App + ONC)

New and more translations for iOS, Android (ChromeOS), Windows

Fixes in search

Work in progress to notify users about updates m




i0S testflight

We test a lot before release; but it helps if others run test-versions also

Android open beta can be joined from the Play Store
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Apple TestFlight:
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Android embedded browser for non-default browsers

® The browser needs to support
CustomTabs,
Edge or DuckDuckGo don’t

® The normal browser has
advantages, so it’s not default
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11:44 (OR |

) % login.surf.nl/adfs/Is/?. 4+

Signin

[|someone@examp|e.com l

Password

Wachtwoord vergeten? Ga naar de userportal om je
wachtwoord te herstellen.

© 2018 Microsoft

or

& Authenticate

Signin

someone@example.com

Password

Wachtwoord vergeten? Ga naar de userportal om je
wachtwoord te herstellen.

© 2018 Microsoft




TNC23 we showed the Linux CLI, now there is the GUI

geteduroam-gui

ch for your organization (e.g. SURF)

No notifications or translations yet
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geteduroam-gui

eduroam Visitor Access (eVA)
eVA(CH) - eduroam Visitor Access Switzerle

eVA(UK) - eduroam Visitor Access UK
. A.Alikhanyan National Labgeats
geteduroam-gui
Center RS za poklicno izob
Center za izobrazevanje, rq

Center za izobrazevanje, rq

Center za usposabljanje, v

Center za vzgojo, izobraze e,

CMEPIUS - Center za mobi
Evangelische Hochschule § Your browser has been opened to authorize the client
Evangelische Hochschule
Evangelische Hochschule
Evangelische Hochschule i

) Evangelische Hochschule

G
G
je
G
G
G
G
G
G
G
G
G
G
G
G
je
je

e B S Y

geteduroam-gui

eduroam Visitor Access (eVA)

Usermame: @edu.nl
Password:

Submit

CewIiIl I U L e D

vgcore.1041941




macOS, still unreleased

® © @ = login.surf.nl/adfs/Is/?SAMLRequest

e geteduroam Q surf ©
SURF
NL >
€] < Uninett
2 R Uninett - Employee network

For Uninett og Norid ansatte. Husk brukernavn er
NIYETT user@uninett.no

Uninett - Employee network

For Uninett og Norid ansatte. Husk brukernavn e
user@uninett.no

Terms Of Use

NINETT See www.eduroam.no for Terms of Use.
Terms Of Use
See www.eduroam.no for Terms of Use.
Profiles
Ansatt

geteduroam (sertifi

Terms of Use

You must agree to the terms of use
before you can use this network.

See www.eduroam.no for Terms of Use.

Disagree

Continue in System Settings
Double-click to review the profile and then press the "Install..." button to setup the
network on your computer.
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Sign in

someone@example.com

Password

‘Wachtwoord vergeten? Ga naar d
wachtwoord te herstellen.

© 2018 Microsoft

pr—

Profiles

D o

Paul Dekk|
Apple ID

Family

Wi-Fi
Bluetooth
Network
VPN

0 Notifications
L) Sound

Focus
Screen Time

&)} General
@ Appearance
Accessibility

@ Control Centr

Are you sure you want to install this profile?

Description

Signed

Received

Settings

Details

Install...

) eduroam®
Uninett (Employee network) Verified

Network configuration profile 'Employee network' of
'Uninett' - provided by eduroam®

GEANT Vereniging

24 May 2023 at 15:59

Certificate

Uninett Certificate Authority G2
Wi-Fi Network

eduroam

Wi-Fi Network
UNINETT_guest

Ignore Cancel

i & St —

m Privacy & Security

M naskion 2 Nock




New Windows client
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Better codebase
Mimic mobile Apps better
Translations

Resolve some technical issues
(spontaneous profile removal)

Removal of old certificates
Autocomplete user-realm

Multi architecture support (ARM)
Removal of redundant screens
Notifiations

Repair / reinstall

Il

Connect to edurt

? —

eduroam

Uw account is geldig voor
344 dagen over

Selecteer een andere organisatie

Repareer je account

O X

of]uloam




= 7 — O X = ? - O X
Select institution Selecteer organisatie
[|;f) Search ] | | Zoek jouw organisatie
's Heeren Loo Onderwijs A
AMOLF
ASTRON

Academisch Medisch Centrum (AMC)
Amsterdam UMC

ArtEZ

Avans Hogeschool

Biezonderwijs

Breda University of Applied Sciences
CSG Groningen

CVO in Noord- en West-Fryslan

CWI

Centerdata

Christelijke Hogeschool Ede
Christelijke Hogeschool Ede

Cibap vakschool voor vormgeving
Coenecoop College

Curio

DIFFER

17 |




Windows account renewal notifications

= ? - 0o X
= |f you used geteduroam.exe /install govroam
4
7 2 Uw account is geldig voor
( N . " 10 dagen over

Your getgovroam certificate is about to expire.
You have 10 days left, please renew your certificate.

oYl roam

veilig en gasturij anline

Renew certificate

4

12:08
a

D ¢
CRE A

Vernieuw account

Selecteer een andere organisatie

il & en gosber furine
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Admin portal, virtually unchanged

eoe M- < [ )] 8 @ ¢ M +
geteduroam Q Search 2 dekke002@surf.nl €2

@ Dashboard
£ Configuration > Pseudo accounts Y Filters (2) | x

ae= Pseudo accounts

; . () Serial ¢ Requester ¢ Pseudo account Realm < Valid until ¢ Revoked <
2 Administrator > () 24759 paul@moreelsepark.geteduroam.nl 4y12lkyu2ycaxjac moreelsepark.geteduroam.nl 2023-08-19 NO oo
() 24760 paul@moreelsepark.geteduroam.nl 12ImiOv3itn12wyb moreelsepark.geteduroam.nl 2023-08-19 NO
() 24761 paul@moreelsepark.geteduroam.nl tbgpxz302m5i3sgh moreelsepark.geteduroam.nl 2023-08-19 NO
() 24762 paul@moreelsepark.geteduroam.nl zkphkzya50ahutyp moreelsepark.geteduroam.nl 2023-08-19 NO
() 24763 paul@moreelsepark.geteduroam.nl on2pmx3r5jbz32jt moreelsepark.geteduroam.nl 2023-08-19 NO
() 24764 paul@moreelsepark.geteduroam.nl pkjcndmrinht4pOv moreelsepark.geteduroam.nl 2023-08-19 NO
() 24765 paul@moreelsepark.geteduroam.nl eesvxlgw4evzadkb moreelsepark.geteduroam.nl 2023-08-19 NO eos
() 24766 paul@moreelsepark.geteduroam.nl pstw3wtg4gz4k4u3 moreelsepark.geteduroam.nl 2023-08-19 NO oo
() 24767 paul@moreelsepark.geteduroam.nl iicjphvgsdk4g2iq moreelsepark.geteduroam.nl 2023-08-19 NO eos
() 24897 paul@moreelsepark.geteduroam.nl eevpybpudpuy42p1 moreelsepark.geteduroam.nl 2023-08-22 NO oo
() 25407 paul@moreelsepark.geteduroam.nl Oep1fx4zjzjdiiji moreelsepark.geteduroam.nl 2023-08-25 NO eoe
() 25576 paul@moreelsepark.geteduroam.nl fvsphizxgwfhiwtd moreelsepark.geteduroam.nl 2023-08-26 NO ooe
() 43993 paul@moreelsepark.geteduroam.nl ulvwgimI3kizjpww moreelsepark.geteduroam.nl 2023-11-04 NO ooe
44986 paul@moreelsepark.geteduroam.nl in2uflylbxqrycoy moreelsepark.geteduroam.nl 2023-11-16 NO
() 44987 paul@moreelsepark.geteduroam.nl kmpymb5033n4oglok moreelsepark.geteduroam.nl 2023-11-16 NO
() 44988 paul@moreelsepark.geteduroam.nl p3g5ebjdki5s004y moreelsepark.geteduroam.nl 2023-11-16 NO
() 54509 paul@moreelsepark.geteduroam.nl ngs2g1bnpopbeilq moreelsepark.geteduroam.nl 2024-03-15 NO
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¢
b.4

= We'd love to find a way to break the chicken-egg problem
Now we see captive portals and separate SSIDs

OSU isn’t a thing yet, is it

= Advise users to “configure geteduroam at home” before going to their institution

They get a letter with account details anyway, right

® Print a QR code with an .eap-config profile?
What about re-use (monitor this in RADIUS? Unique MACs/day?)

Optional for some institutions?
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Slack channels

® On the eduroam Slack workspace, there are:
#geteduroam (generic, client)

#geteduroam-portal (ca, portal)
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l Paul Dekkers

P paul.dekkers@surf.nl

[] @pauldekkers




