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Current work
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● Activity Cycle 1 (completed)
○ Further improve the personal profile page
○ geteduroam Linux client
○ OIDCfed support on SimpleSAMLphp
○ Passkeys - Use and Deployment for R&E Services

● Activity Cycle 2 (current)
○ Automation of deployment and configuration of initial set of 

SPs for new federations
○ Scalable testing for insecure SAML signature validation
○ Trust fabric for wallets
○ Webwallet for research and education use case

https://wiki.geant.org/display/GWP5/Further+improve+the+personal+profile+page
https://wiki.geant.org/display/GWP5/geteduroam+Linux+client
https://wiki.geant.org/display/GWP5/OIDCfed+support+on+SimpleSAMLphp
https://wiki.geant.org/display/GWP5/Passkey
https://wiki.geant.org/display/GWP5/Activity+Cycle+2
https://wiki.geant.org/display/GWP5/Automation+of+deployment+and+configuration+of+initial+set+of+SPs+for+new+federations
https://wiki.geant.org/display/GWP5/Automation+of+deployment+and+configuration+of+initial+set+of+SPs+for+new+federations
https://wiki.geant.org/display/GWP5/Scalable+testing+for+insecure+SAML+signature+validation
https://wiki.geant.org/display/GWP5/Trust+fabric+for+wallets
https://wiki.geant.org/display/GWP5/Webwallet+for+research+and+education+use+case
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Scope of the activity
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• SP signature validation is paramount to the SAML federation 

security  model

• We have seen incidents, among other with commercial vendors

-> Can we test at scale if services are indeed validating
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Open Questions
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• Which test are needed, which are doable?
• Partial signatures, Multiple signatures, Modified message, etc
• Do we need user accounts?

• What deployment model is prefered? 
• Role of FedOPS (and/or federation policy)
• Timing of the testing (bulk or when onboarding)
• As-a-Service?

• How can we protect against potential legal action?
• Involve & invite SP
• Share results between federations?
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Invite for participation
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• Workshop: We seek participation of FedOPS for a workshop to 

discuss and collect input (date & time: tbd)

• Test and Deploy: we seek participation of max 5 FedOPS to test 

and deploy a solution (beginning 2024)
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3 seemingly alike use cases:
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• Provide a ready to roll set of SPs for new federations

• “What I am basically looking for is a set of (fairly simple) 

‘collaboration tools’ which nearly every collaboration needs.”

• Support institutions who want to streamline deployment of 

services at their campus
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Scenario ‘deployment scripts’
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• Integrate Services directly into federation

-> Create set of deployment scripts to roll out services

We know this can be done, it’s ‘just’ work

But how to maintain?

Not a ‘fundamental’ improvement
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Scenario ‘Proxy model’
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• Leave federating and containerizing to the SP vendor
• ‘Create’ a proxy solution 

• which has ‘standardized’ interaction with IdP
• provides a few default ‘patterns’ for SP authN and provisioning

• SAML R&S
• OIDC
• LDAP

• auto generated config documentation[1]
• and has per SP config modules to integrate with backend SP

• Facilitate automated deployment of proxy
• Facilitate automated deployment of SPs (based on existing dockers)

[1] like e.g.: https://perun-proxy-aai.gitlab-pages.ics.muni.cz/sp-docs/
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Invite for participation
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• Workshop: We seek stakeholders for a workshop to discuss and 

collect input (date & time: tbd)

• Pro’s and Con’s of proposed direction

• Services which should be included

• Usecases you have

• Contributions you might be able to make
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Paul can we have an agenda 
slide?

A user profile page for  Shibboleth IdP and SimpleSAMLphp
• enable end users to gain insight into where their personal data is 

used and when it was last released to various services, as far as the 
IdP is aware.

• Provide personal data export (GDPR)
• Data includes OIDC tokens, with the possibility of revocation
• Starting point for further interaction wrt personal data

Goals of this activity
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What we have achieved
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• ✅  Common design in Figma
• ✅  shibboleth implementation

• Personal data page, connected services page, activity page, all 
services

• ✅  simpleSAMLphp implementation
• Personal data page, connected services page, activity page

• ✅  Refresh and Access Token visualization (both IdPs)
• ✅  Refresh and Access Token revocation (both IdPs)
• 😀  SSP OIDC module to 2.0.x line
• 😀  Good feedback from several fronts



www.geant.org

Demo
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https://docs.google.com/file/d/1OV3r5OV42C0MGsVsqjxmpikJ0uM4Xcs0/preview
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Expected Future work

• Future
• Maintenance: some working hours for both main developers in the GN5 

Outreach task
• Potential future features

• custom design for an attribute value, ie. group info
• proxy awareness
• Logos
• Integration with SATOSA/other AAI stacks
• in-situ consent revocation
• History download & Delete

• Evolving look & feel
• still leftovers in from our figma design
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Thank you! Questions?

18

SimpleSAMLphp
https://github.com/cicnavi/simplesamlphp-module-accounting

Shibboleth
https://github.com/GEANT/shib-idp-profile

Original Figma design

https://www.figma.com/proto/od4rUq4beGCcGVZpubcb2Y/FPPP?node-id=180-2672&starting-point-node-id=180%3A2672

https://github.com/cicnavi/simplesamlphp-module-accounting
https://github.com/GEANT/shib-idp-profile
https://www.figma.com/proto/od4rUq4beGCcGVZpubcb2Y/FPPP?node-id=180-2672&starting-point-node-id=180%3A2672
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Further screenshots BOTH SSP and SHIB
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(SSP)

https://tiime-unconference.eu/
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(SSP)
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(SSP)
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(SSP)

Crucial in case of account theft
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(SHIB)

What would be released if you used the service (running 
AttributeResolvers)
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Previous design
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Previous design
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Previous design
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Previous design


