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Jagger (ResourceRegistry3) is a web application developed by HEAnet to
manage the Edugate multiparty SAML federation. Also Jagger can be used
to manage federation, web-of-trust for a single entity or as GUI for the
Shibboleth  SAML Identity Provider, offering proper Attribute Filter
functionality for it. Jagger also offer possibility to enrich IdPs metadata by
adding missing attributes requested by target SPs.

Jagger requirements, description, and other useful information can be
found at
https://jagger.heanet.ie

GitHub with latest changes is located at
https://github.com/Edugate/Jagger
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Identity Federation has two main parts:
* legal
e technical
Legal part consists from:
e agreements, policies, declarations and other formal stuff.

Technical part have to deal with hardware, software and data
exchange. Federation data flow consists from metadata
transferred between: entities within federation or federation and
eduGAIN. To sign and publish metadata or get downstream
metadata from eduGAIN, Jagger Resource Registry is the simplest
tool to be used.
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Federation management using Jagger

Few simple steps should be performed, to manage any identity federation
using Jagger RR:

1.Populate federation data
2.Populate entities data
e Add SP entity
 Add IdP entity

3.Configure metadata sign process
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Default page

Jagger home page contains quick access buttons to registered federations, entities and
actions queue.

J JAGGER' Federations Identity Providers Service Providers Register Administration

== Identity Providers = Service Providers
= Federations = Queue
Date Requester

Request type

Register Administration

Register button - from top navigation
menu - will be used to start new
Federation, Service Provider or ldentity
provider registration process

Identity Provider

Service Provider

Identity/Service Provider

Federation
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Administration menu offer a set of tools useful for federation or entity

Addons

Federation Categories

Entity Attributes
Registration Policies
Attribute definitions
System
Configuration
Metadata importer

Users

Manage articles

Manage mail templates

Administration menu

management.

Addons — SAML data decoder, useful decrypt encoded AuthnRequest /
AuthnResponce: SAML Messages

Federation Categories — create internal categories, and sort Federations
into them

Entity Attributes — register attributes, linked to entities metadata

Registration Policies — manage Registration Policies, which can be used
by entities or federations

Attribute definitions — manage list of SAML attributes exchangable
between IDP and SP
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Administration

Addons

Federation Categories

Entity Attributes
Registration Policies

Attribute definitions

System
Configuration
Metadata importer

Users

Manage articles

Manage mail templates

Administration menu

System — contain tools for system tests, and mass email sender (ex:to
announce maintenance works)

Configuration — manage miscellaneous Ul settings, like cookie consent
for every page, custom text within interface header/footer, breadcrumbs,
etc.

Metadata Importer - tool used to register entities by importing
metadata.

Users — Ul users manager

Manage articles — mini CMS used to create and manage home page

Manage mail templates — create and manage mail templates, used to
request approval from federation manager.
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Administration menu. Registration Policies

Administration Registration policies can be used by multiple entities.

Add Registration Policy

Federation Categories - Display Name Language URL of a document Description Status Action

: " AESM Registration polic en http:/#fidp vie.ase. mdfindex php/Policy Place were registration policy of this organization are placed. Enabled Vg
Entity Attributes g poliey pr prROE g poley g £
Federation Policy Agreement en http: #/federations.renarn.md Palicy 2 ,
F’Engtrﬂtan Folicie http:/ifederations.renam.md ru http:#/federations.renarm.md http:#federations renam.md 1 V|

Attribute definitions http://federations.renam.md ro http:#federations.renam.md http://federations.renam.md 0
System

Configuration

Metadata importer

U List entities connected to RegistrationPolicy
SErs
GIDP-REMNAM (https:/fgidp.federations.renam.md)

Maﬂage articles ederation [‘u"]-"__‘lr[-‘__‘l_f;]f:‘lllb‘rlt Board (https:¥manage federations.renam.md)

Manage mail templates
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Administration menu

e — e

Name Description Values Status Action
Addons
Category: general
FEderatiDn CatPgDrieS show cookie  option allows to display consent cookie an the Company uses cookies to your browsing experience and to create a secure and effective wehsite for our customers. By
- mp ooens pay using this site you agree that we may temporary store and access cookies on your devices, unless you have disabled your
P orpag cookies
Entity Attributes
Category: page
Fﬂegistration F‘O”CiES Text an the Footer - Allow to add additional text on the Favmrall e
hootom page  bottomn page
; e o Header titl
Attribute definitions p:;ixer "€ Text added as prefix into header title on a page  Jagger
= hi
S‘y”Stlﬂf n snow option allows to display breadcrumhbs This field is not used for settings
hreadcrumbs
show
title/subtitle option allows to show/hide title on the page This field is not used for settings
on page

Metadata importer Category: authn

USEI"‘ Allowy If enahled then any user can enahlefdisable 2F
= ordinary user  authentication otherwise only Administrator can
set 2F doit
Manage articles Category: mai
o il
Manage mail te mplateg Zsr']ature mail signature added to every notication Ez
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Administration
Addons

Federation Categories
Entity Attributes
Registration Policies
Attribute definitions
System

Configuration

Manage articles

Manage mail templates
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Administration menu - Metadata importer
e

Options

ta validation

Metadata location URL

Type of entities

Federation

Metadata location URL

Don't validate the server's certificate

Import entities as external or internal

Overwrite locally managed entities?

New entties enabled by default

Populate all information

Should static metadata be enabled by default

Validate metadata with certificate

URL of metadata signing certificate

Metadata signing certificate in X509 format
overwites URL of cert

Please select

Please select

Please select

Please select

Please select

Please select

Please select
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Register new Federation
into the Resource
Registry is quite easy.

Register Administratidg

Identity Provider
Service Provider
IdentityiService Provider

Federation

But is should be done
using values defined in
registration documents
applied to eduGAIN
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Register new Federation

Internalisystem name

Federation name

MName in metadata

Access

Description

Terms Of Use

IFOC

Identity Federation of my Country

http:/ffederation.country. my/

Details visible to other users

IFOC is introduced to facilitate and simplify the introduction to Research and Educational
institutions of my Country.

http:/federation. country. my/TU. pdf

4
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Register new Federation

J  JAGGER Federstions Identity Providers Service Providers Redgister Administration

Newly registered federation will not
appear in federations list until it is not

Awaiting list for approval i

Va I i d a te d by J a gge r a d m i n ( eve n if Date Requester Request Type Primary contact Hame Confirmed

2020-04-23 19:59:07 Admin admin (admin) Federation - Create admin@federation.my no

requester is admin).

Request awaiting for approval

Request

Type Register new federation
Requestar Admin admin (admin)
Source IP 109.185.138.230
Registration Date 2020-04-22 21:13:04

Basic Information

Federation name Identity Federation of my Country

Name in metadata http:iffederation.country.myf

Description IFOC is introduced to facilitate and simplify the introduction to Research and Educational institutions of my Country.
Terms Of Use hitp:fifederation.country.myTU. pdf

Reject request Accept request
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Manage Federation

Approved federation will be populated with
information provided and, if visible, is
available for entities registration into it. In
order to modify or delete federation, it
should be deactivated first.

Federation name |dentity Federation of my Country

Nare in metadata http:iifederation.country.myf

Internalfsystem name IFOCA

EntitiesDescriptor ID prefix-202004231207 36 R ELEIE CE R VU IEE L
Publisher

FPublisher {in export

metadata)
- IFOC is introduced to facilitate and simplify the introduction to Research and Educational
Description I
institutions of my Country.
Terms Of Use httpiifederation.country. mymU. pdf

Contact list of IdP members &,
Contact list of SP members &
Contact list of all federation members &,

Timeline
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Download contacts listin td
format

Request to deactivate federation

General Membership Metadata Attributes

Access management->

Deactivate Federation

Validators

Active and inactive federation

Name in metadata

Name

My1stTF

|dentity Federation of my

Country

manage.all.forme

not public

bii
http:fifederation.country.myf

active

Request to activate or delete federation

General Membership Metadata Attributes

Access management>

Activate Federation

Apply to remove Federation

Validators
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Manage Federation

Active federation offer 4 metadata sources, also, 2 types of metadata are available:
signed and unsigned. Unsigned metadata is aggregated immediately, accordingly to
selected type, so it is fresh at every button press. Signed metadata is aggregated after
sign button press, or using pre-configured periodic system job. Signed metadata will
display last aggregated during singing job.

Federation metadata puhlic link {unsigned) hitp:ir81.180.84.235i3imetadataifederation/IF OC1imetadata.xml >

Federation metadata puhlic link {unsigned) RELEAEE SRS EEEE

hitp:if81.180.84.235/3imetadataifederation/iF OC1/IDPImetadata.xml 2
Federation metadata puhlic link {unsigned) RELEEEEIE RS http:£i81.180.84.235m3imetadatafederation/IFOC1/SPimetadata xml >

Federation metadata public link (signed) http:#i81.180.84.235in3isignedmetadatafederation/IFOC1/metadata.xml >

Sign metadatai m
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Manage Federation. Task Scheduler tool

Administration

Preconfigured periodic system job can be runned by Jagger |EE=
integrated Task Scheduler. It will become available in Administration s

Entity Attributes

menu if enabled in configuration files. Time format to run task is  [FEEE—_—_
similar to Linux crontab. F—
Job accept input parameters, paired as key<>value. Exists two levels |[E&&

of parameters: which define action and which define required |
parameter. ye—

Users

Task scheduler interface. New job.

Manage articles
Minute Hour Day of month Month Day of week

1 8 * * * Manage mail templates

Task enabled?

Description

Task template?

Worker function name

Worker fn params Add params
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Manage Federation. Adding job to sigh metadata

Job type metadatasigner — metadata sing.
type <> federation > sysname <>short name of federation (value)
provider > entityid <> id of local managed entity (value)
bulk >name <> providers —sign all entities metadata one by one
federations — sign all federations metadata
all = sign all entities and federations metadata

Minute Hour Day of month hMonth Day of week

55 7111519

Shown configuration will apply
metadatasigner job at 7:55, S—

11:55, 15:55, 19:55 every day. e
Job will sign all entities and woer oo
federations metadata using o

bulk metadata sign

metadatasigner

arg name arg value
. 0 . t\J{pE hulk
provided certificate.
arg name arg value
nare all
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Manage entities

New entities cad be added by automatic population of registry
from their instance metadata or manually introducing all needed
information. There are two ways to add entities into Jagger using
their metadata, by using Register menu or metadata importer tool
from Administration menu.

Import metadata form called from Register menu

Metadata (optional)d

Register Administratig

Identity Provider

Service Provider

Identity'Service Provider

Next
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Administration

Addons

Federation Categories

Entity Attributes
Registration Policies
Attribute definitions
System
Configuration

Users

Manage articles

Manage mail templates
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Add entity using metadata. XML insert

zmn:i:;‘::z;;;;)xnﬂns:md:"ur'n:oasis:names:tc:m:z.e:metadata" . Adding entity by importing its mEtadata

“mlns: mdrpi="urn:oasis:names:tc: Sl metadata: rpi” xmlns: miui="urn:oasis: names:tc: Sl metadata:ui”
Mmlns: ds="http: ffww.w3.0ng/ 2555 /60 xmldsig?” entit yID="https: f/federation.my"= : ;
i ier gy et e , in Registry menu, can be done by
<mdrpi: Registrat ionInfo x«mlns: mdrpi="urn:oasis: names:tc: Sa“L: metadata: rpi”
registrationauvthorit y="https: fffederation.my "> . .
mirpi: Registrat ionPolicy xml: lang="ro"shttps: //federat ion.my</mirpi: Regist rat ionPoli SAML 2 0 XML f d
e Ll i Rk el 10 Inserting : ormatte
<mdrpi: Registrat ionPa[licy #ml: lang="ru"=https: //federation.my</mirpi: Registrat ionPolicy=
Smdrpi: istrationInfo M
crntietann metadata into form. Inserted metadata
<md: IDPSSODescriptor protocolSupportEnumeration="urn:oasis:names:tc: SaL: 2.6 protocol™s
<md: B4t ensions:

mdui: UIImfo x<mlns:mdui="urn: is: it tmetadataiui™ 1 1 1 1

e is parsed and shown within registry
<mdui: Description xml:lang="en">IFOCIDO - identity provider used by IFOC</mdui:Description:
<mdui: ImformetionURL «ml: lang="en"=https: ffederat don.my</mdui: Informet ionLRL:

<mdui: Informat ionURL »ml: lang="ru"=https: //federation.my</mdui: Imformat ionlkL> v i nte rn a I d ata Catego ri eS N

<mdui: Logo width="285" height="121">https: /myawesome.logo/my.jpg</mdui: Logos=

<Smdud: I Imfos 5~
Next - , _ .
Organization Contacts Ul Information Ul Hints SAML Certificates
Federation 1 No public federations found v
Your contact details

Username admin

Given name Admin

Surname admin

Ernail

admin@federatiom.my

Sta rt over
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Metadata location URL

Type of entities

Federation

Metadata location URL

Don't validate the servers cedificate

Options

Impaort entities as external orinternal

Ovenwrite locally managed entities?

New entities enabled by default

Populate all information

Should static metadata be enabled by
default

Internal/external entity — entity can/cannot be managed from Jagger Ul
Static metadata — upstream entity metadata will not be affected by
metadata tweaks from Jagger metadata explorer
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Add entity using metadata. URL import

Identity Providers

Identity Federation of my Country

hitps:iifederation.mysami2iidpimetadata.php

Local entities

no

yes

yes

yes

Adding entity by importing its
metadata in Administration menu,
can be done by defining import
options and metadata location.

Options offer possibility to define
the way how added entity will be
inserted into registry.
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Manage Federation entities

Metadata of internal entities can be edited by selecting entity from list.

Hame of organization “ URL to information about organization

IFOC-IDP
- . http: fifederation.my
https: fidp federation.my

Hame of organization URL to information about organization

Registration Date status

Registration Date status

Select action to perform

Use actions button

Edit provider — switch information tab to edit mode, so entity values can
be edited

Manage membership — manage entity membership interface.

SPs excluded from ARP — manage list of SPs excluded from Attribute
Release Policies

Attribute Policy — manage Attribute Release Policies

Clear cache — clears cached data thus updating displayed information

hembership hitadata hanagement Logs/Stats
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Edit provider

hanage membership (joining)

hanage membership (eaving)

$Ps excluded from ARP
Atribute Policy

Clear cache
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Manage Federation entities. Membership

Membership menu offer possibility to manage entity affiliation, state, sign and view metadata. Using suspend
buttons, entity can be temporary disabled and kept in federation. Administratively suspended action is available only
for Registry Administrator. If entity is suspended using Administratively suspended, temporary suspend state are not
took into account. By pressing Show members button, the list of entities, available in same federation(s), will be
shown*.

- wadma S L

Metadata

Service metadata url metadata url. >
Circle of trust metadata URL metadata url: =
Circle of trust metadata URL (signed) metadata url. >
Sign metadatai ﬂ

My 1stTF Public metadata url. >
Member of

administratively suspend

*if current entity is SP then IdP entities will be shown

21
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Manage Federation entities. State management

I? General hembership Metadata - Logs/Stats

Management menu offer

possibility to adjust entity e caneve it o e oy ST
management type, state, validity Disley access->

period, etc. Regishaion olcies =3

Lock/Unlock Enable/Disable Display access
I

Lodk entity Unlocked v Username read write manage
Entity active Enabled N admin (Admin admin) [ IERIEE has access has access has access
Email
Enttiyias looally Managed locally v
managediexternal
Email confirm
Valid From
Access level
Valid Unil Select M
Select
Editresource
Manage resource
22
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Manage status

Registration Policies

Manage Federation entities. Removal

Entity removal actions

IZ‘ General hembership hiztadata - Logs/Stats

Lock/MUnlock EnahleDisable -
Remaove provider from the system =

Display access=

Please enter entitylD
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hitps:fawesomesp federation.my

Remove provider from the system

Any entity or federation can be
removed from registry. Remove
option become accessible when
entity or federation is disabled.

Federation removal actions

Federation is inactive

General hMembership Metadata Atributes ‘\dlidators - I

Access management=>

Activate Federation Apply to remove Federation
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Thank you

Any questions?
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