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GEANT is a Membership Association

GEANT is the Association of the European National Research and Education Networks (NRENs):
It supports and represents over 38 NRENs + NORDUnet.

Together they support over 10,000 institutions and 50 million academic users.

Mission: To empower Research and Education with an Open, Innovative, and Trusted information ecosystem.
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GEANT membership

NATIONAL MEMBERS
1 per country

REPRESENTATIVE MEMBER
NORDUnet

ASSOCIATES

CERN

DeiC (Denmark)

European Space Agency

CSC/FUNET (Finland)

RHnet (Iceland)

KREN (Kosovo Research and Education)
SUNET (Sweden)

Sikt (Norway)

January 2023
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Dark shading: connected to
regional network

Light shading: eligible to
connect to regional network

Multiples of 100Gbps
100Gbps

Multiples of 10Gbps
1-10 Gbps

<1Gbps

January 2023

North Africa & West & Central Eastern & Southern
Canada & USA Latin America Europe Eastern Mediterranean Africa Africa Central Asia Asia-Pacific Other R&E Networks
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What does GEANT do ?

-

Runs a membership association for
Europe’s National Research & Education
Networks (NRENSs)

GEANT Association

Coordinates and participates in EC-
funded projects

Under Horizon Europe, Digital Europe

programmes, aimed at securing Europe’s
global competitiveness.

Operates a pan-European e-infrastructure
GEANT network

Manages a portfolio of services for

research & education
eduX

Organises and runs community events &
working groups
TNC, task forces & special interest groups

programmes, and other EC funding
Networks - Services - People www.geant.org
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GEANT Governance

Governance model Covering both the
Association and

the GN4-x

projects

GEANT Association GEANT projects

Members / General Assembly

All European NRENs -

Subset (9) of
members

GEANT Board

Gost Audit GEANT Network
Sharing And Risk Project Infrastructure
Oversight Advisory

. = Committee reports to B
= Committee report to G

committee Advisory
committee Committee

committee

GEANT
GEANT organisation Chief Project
management team GEANT Executive j Work Packag

[ |
| Wwww.geant.org
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Executive Team

Erik Huizer
Who is who in
, CEO
GEANT Nathalie McKenzie
Executive CAT team
Secretary GDPR team
HR team
Bram PFters Klaas ’\Nierenga David \/\\frathmall Paul Rouse Cathrin|Stover Matthew [Scott

Chief Chief Chief Chief Chief
Network Information Financial Community Collaboration Programme
Operations and Officer(*) Relations Officer Officer
Officer TFechnotogy Officer Www.geant.org
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GEANT Staff

Circa 40 in Amsterdam
Circa 105 in Cambridge
Plus active recruitment to
reach circa 150

2023 Year End GEANT Organisation Chart proposed on 1* of March 2023

2023 (draft) Total FTE = 156 ]
Note: Total FTE includes employees and permanent
full time contractors

(12.49)

v
Raplacement Vacancies (1) [ cu e i

(1612)

Networks - Services - People www.geant.org
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GEANT Strategy and Values ‘

Wwww.geant.org
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Stronger Together

G'ANTQ

SUSTAINABLE
DEVELOPMENT

e
s

SDGs

Our
Strategy

12 | GEANT D
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The GEANT Values W ey

@000

Community Trust Innovation Passion
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DEVELOPMENT

GLALS

INDUSTRY, INNOVATION
ANDINFRASTRUCTURE

Networks - Services - People www.geant.org



GEANT )

The GEANT Association is the collaboration of European
National Research and Education Networks (NRENSs), supporting
the advancement of research, education, and innovation on a
global scale.

Together we deliver an information ecosystem of
infrastructures and services used for communication,
collaboration, exchange of data, and access to repositories,
services and facilities.



VISION

p
Collaborate to deliver the infrastructures and services
that enable the R&E community to excel
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To empower research.
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Eight Strategic goals for the GEANT Association m,:m

Network Security
We are the trusted partner for pan- ”r:j a We provide a safe and secure information
European and global advanced R_&E ecosystem for researchers, educators, and
networking students
oy Community
. > -~ ( We are acknowledged worldwide as a
- we c.ontlnually e;/c()jlve I|<ey 1@}0 leader for developing and supporting
in rastrlfctur‘es, innovate, and develop THE R&E networking communities, and
new services in order to fulfil the needs = . global REN development
of the R&E community in a sustainable GEANT ASSOCIATION
wa
Y IS DRIVEN BY

We are seen by the EU as an

indispensable partner for their vision e reEoneas vl ok

European Union @ EIGHT STRATEGIC GOALS JQ)  Stakeholders
e-infrastructure providers, research
infrastructures (RIs), and other stakeholders, to

benefit the R&E community

Governance r—=—x Funding
We have a governance structure that is agile @& m A 4 We will ensure financial sustainability to
and benefits from the diversity of our

membership benefit our members




GEANT
Projects and Services
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GEANT Services

GEANT develops the specialist services members need to support
researchers, educators and innovators — at national, European and

international levels.

Security and
Trust & Identity

Network and
Network-centric
services

Community Services &
Procurement Services

European
e-infrastructure projects



GEANT Services

Portfolio of in production services tailored to R&E

Network

G'%NTQ

Network Support Security Trust & Identity Cloud & RTC
4 , N\ N ( )
GEANT IP perfSONAR NSHaRP: eduroam: Filesender Demo
GEANT Plus perfSONAR PMP FoD Managed IdP laaS+ Framework
10G Guaranteed NMaas _RTBH (Remote Managed SP eduMEET
Bandwidth WifiMon (software) Trigger to Black Hole) car L (software) )
L3VPN . Anti-DDoS
GEANT Operations
BN Centre NeMo geteduroam
eduGAIN
Managed Wavelength Softwag;;oﬁs e.g. eduVPN (software)
p eduTEAMS
GEANT Open ‘ Trusted Introducer
Timemap TCS InAcademia
GWS Bold Type = Not in core package
' . Argus Campus IdP
Commercial Peering Y, Toolkit
MS ExpressRoutes \_ (software) J
racle FastCannect
.geant.org




GEANT Project Initiatives

Activity within GN5-1

Security

Network
é )
Whiteboxing @
RARE @
GEANTP4lab €@
a0 @
OTFN @
DTN @
100+ Network
Monitoring and @
Performance Testing
. .
Networks - Services - People www.geant.org
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Baselining & Benchmarking @

Security Management:

Business Continuity @
Best Practice @

Security Tools:

Treat Intelligence

Vulnerability as a Service

DDoS Tooling / NeMo

o
SOC Tools g

o

S

O

Trust & Identity

eduGAIN:

F-ticks for
eduGAIN

&

9 Pilot phase

PLUS Incubators in
Trust and Identity,
Cloud and Network
Support
Submit ideas to the
Work Packages!
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IP topology

GEANT IP Topology

20240126 rgh

800 Gops
400Gbps
300 Gops
200Gbps
100Gbps.

50 Gops
50 Gops.
40Gops
30 Gops
20Gbps
10Ghps
Shared

1Gbps

Dashed line is subrated
Final SONET/SDH link
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Traffic growth on GEANT Backbone

GEANT Ny

Long-term Backbone Traffic Growth

(on GEANT network driven by scientific
instruments)

* Total: 2010 -2022 growth of over 30% YoY
e 2015-2019: Traffic growth of 40% YoY
e 2015-2022: Traffic growth of 27% YoY

Total Backbone Trunk Capacity
February 2019 2.7 Tbps

Now 2022 9.4 Tbps

Petabytes

2015

Estimated

10x in 10 Year

Traffic Growth

2016 2017 2018 2019 2020 2021 2022 2023 2024
M Petabytes Transferred  ==+Expon.(Petabytes Transferred) ™= YoY Growth

40%
30%
20%
10%

0%

-10%

-20%

YoY change in traffic

in %

Networks - Se




i G’ANTQ

Federated Identities in Research and Education - Globally

79

Countries R 28 Countries

5000+ | j 9500+

Institutions Institutions

«/eduGAIN

3500+ 36500+

Web eduroam WiFi
Services Locations

Networks - Services - People www.geant.org



28

Procurement for Universities and Research Institutes in Europe

G"ANT:)

G:RE j(CZSJOt%?ogue

SELECT YOUR COUNTRY

GEANT brings down cost of cloud
services
36 participating countries
R&E institutions act as a

Single Digital Market
12 different laaS solutions (providers)
20 suppliers,

incl. Amazon & Microsoft resellers

473 framework contracts

Networks - Services - People

www.geant.org



Astronomy/Physics Earth Observation'! I !
DOMA eur(@PLANET

EUMETSAT Europe's eyes on Ea

& (cemics @esa  CECMWF

NN

7N 2 ;i GED sroveon
. ) i Panosc 4 H NEXTGED!
@> I EUROfusion mteleipetor iy Euro 4 EARTH OBSERVATIONS SS
> cd,.‘”

EHT GEOSS R L
+ »
~ - ES- & = EPCS
@ ESCAPE "'@vd%@!e 0 Q'-t/a o, 0 ENVR) R =

AN

elnfras Life Science Arts and Outreach
@ USCShoah (@ 5’&}3“7[“\ s

) Humanities
‘ﬁ FENIX LUMI @ EMBL-EBI
Foundation Z

e d SSHOC RESEARCH , 8
PRACE #RCloNets DS 7} N
Clock Network Services Design Study © EOSC_Llfe

‘ ‘ Bl
F :" *a; 1= OUANTUM ) g B ResearchEngagement
3=5 EuroHPC ) EI’ ’lr Syn_genta [ Develop

t*u***j ° FLAGSHIP

Networks - Services - People www.geant.org 6



Current GEANT EC Projects overview

ﬁzANT FPA GNx Projects Other Connectivity Projects
1. GN4-3N 7. CLONETS-DS

2. GN5-1 8. SUBMERSE

3. GN5-IC1

EOSC Projects

4. EOSC Future 10. AfricaConnect3

T&lI Projects

5. EDSSI2

6. DC4EU
\i AARCTREE _

Www.geant.org

Networks - Services - People www.geant.org



AfricaConnect3

Started Nov 2019

South .
Africa Algerla_ Morocco Uganda Mozambique Zambia Nigeria Kenya  oquiD.Africa Somalia
SAFIRE  ARNaai edulDM.ma RIF CAFmoz FIDERN edulD.ng  RAFIKI SIF
[ |
A A
2017 2017 2018 2018 2018 2018 2021 2022 2022 2023

{:{ African entities in eduGAIN (June 2022):
% e u - Total of 19 African SPs in eduGAIN Togo I

_— ~ —=

o

- Total of 53 African IdPs in eduGAIN Sl F

- Total of 7 National Identity Federations in eduGAIN ® urkina raso
® Ghana

Africa entities in eduGAIN (June 2023): L.

- Total of 32 African SPs in eduGAIN ~ +68% e Ethiopia

- Total of 61 African IdPs in eduGAIN  +15% P Malawi

- Total of 10 National Identity Federations in eduGAIN +42% .
® Tanzania
o

[..]

31 | Www,
Networks - Services - People www.geant.org




AfricaConnect3 establishing new federations in Africa

Afri

Connect p
000

© 4 years ago

[l Established
Federation in
eduGAIN

[l Candidate Federation

[] Contacts ongoing -
preliminary stage

¥/ Established Fed.
currently facing
operational issues

ATLANTIC

Africa

OCEAN

Ne ot africaguide.com

Created with mapchart.net



The GEANT Community
Programme

e Main goal is to exchange experiences,
best practices, share hands-on *
expertise in various domains involving Organisation

& Support I

the NRENSs, their services and their
connected community of users

e Implemented through Special Interest Identity
& Privacy
Groups and Task Forces

https://community.geant.org/

33T wWww.geant.org
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GEANT Infoshares

2022: 25 Infoshares with 926 participants, YouTube views: 1,557

cC O

@& community.geant.org/infoshares/

Infoshares

Infoshares are a series of regular events coordinated by the GEANT Partner Relations Team. They are complimentary to the GEANT ganise your own Infoshare

Community Programme and seek to create a space for engagement, improved knowledge sharing, and open discussion about
services and strategic topics, all to strengthen the human network across the Research and Education community. Their purpose If you are interested in hosting one please
can be: "General information", "Consultation/feedback on future work" or "Preparation for decisions". read the instructions outlined here.

Public Infoshares are scheduled on Wednesday afternoons and registration is open to everyone. These events will be recorded and
made accessible on GEANT's eAcademy, as well as the relevant Wiki pages within two days. Some Infoshares, which are not meant
for the general public, will take place on other days and are restricted to 'invitation only'. This will be clearly indicated.

A full list of future and past Infoshares, both public and restricted, is available on wiki.

Please note that some Infoshares are meant to specific target audiences only and, therefore, their recordings have restricted

access (login needed).

Infoshares calendar

See : - https://community.geant.org/infoshares

a8 o % DOGEe»= 0@ (e )

PROGRAMME ~  AWARD ~  INFOSHARES ~  LEARNING AND DEVELOPMENT @

G

Recordings of past Infoshares

Q0 perfSONAR 5.0 Infoshare 31/03/23 (1] GEANT Infoshare: EUDAT - Empowering NRENs
perfSONAR 11:00 CEST ol and their Institutions with Data Management
:':s::‘:‘:::m The release of perfSONAR version 5.0 is Capabilities
31March2023 only a few... Read more »
11:00-12:00CEST
00 % GEANT Infoshare: Quantum Key Distribution
www.geant.org
Networks - Services - People www.geant.org
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GEANT Upcoming Events -
GEANT INSICD)

Networks - Services - People
WELCOME
Welcome to the events management system from GEANT, powered by CERN's open-source Indico tool.
This service allows you to:
« register for events;
« manage your own events, from simple meetings to complex conferences and workshops;,
« see a calendar overview of events in the wider research and education networking community, to help you avoid
scheduling your event on dates that clash with other relevant events.

HOWTO...
« Toregister for events here, please use your federated login.
htt pS ://eve ntS . ge an t .0 rg « To create your own events here and use this as a registration management tool
o request elevated access rights by contacting the GEANT Support Team

o consult our training manual” (pdf)
o view the training video from our community session on 8 September 2020.
« To help us improve this system and/or our information about it, contribute to the community wiki page.

Q Some events in the list below have been hidden

B
R
There are 472 events in the past. SHOW i\%\
March 2023 k '

28 Feb-02Mar REFEDS FEDCM Hackathon ( TBC )

01 Mar-02Mar 28th STF, hosted by SURF ( Virtual )

03Mar Joint EOSC Future and RESIN wor
Accountants House, 47-49 Pear

s ( Chartered

hop on research support ¢
t, Dublin 2, D02 YN40 )

08 Mar 10th SIG-CISS CS3 Conference - Barcelona (Spain) ( Esade Forum-Pedralbes

Campus Buildi — Room B020 Building 3. Av. Esplugues, 92-96. E-08034 Barcelona. -
Tel: +34 93 280 61 62 )
B  o09Mar GEANT Infoshare - Privacy Policy for the GEANT Project - Follow up ( Virtual ) ( Virtual )

Networks - Services - People www.geant.org
13 Mar-17 Mar APANAA
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Advanced North Atlantic (ANA) Collaboration

* ANA:

* A collaborative effort to provide multiple, diverse
links to support R&E collaboration across the North

Atlantic

* Individual Transatlantic links are provided on diverse

paths by:

7
<y [EEE  canarne N {y & Fo
A e : > .
International V) net <
L2l m ' N%T@J Networks G e ey
100 Gbps 100 Gbps 100 Gbps 2 x 100 Gbps 4 x 100 Gbps 100 Gbps
PAR-NY AMS-MONT LON-WASH NY-LON WASH-GEN AMS-NY
NY-AMS BOST-AMS
2 x NY-LON

Networks - Services - People www.geant.org
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CAR-1 and the Asia-Europe Ring

* CAE-1

* A 10-year collaboration starting in 2019 to connect Europe and Asia-Pacific at
100 Gbps between London and Singapore

Wres @@, enit @

* Asia-Europe Ring (AER)

* A collaboration of eight R&E networks to provide mutual back-up between
Europe and Asia-Pacific across diverse links

arnet sin gARE/V

and Research Network

Amsterdam

A NORDUnet S
SEANT) am »

o’

.......

e =

‘vo
Fioe . P N—
TEIN SnEr NICP =rsi.,

Networks - Services - People www.geant.org



Bridging Europe, Africa and the Americas (BEAA)
BEAA:

* A collaboration of R&E networks in Europe, Africa and
the Americas to provide mutual back-up via diverse links
in the Southern Atlantic

$CSIR 5[]

MICIS"  alamlight

ightpaths Express & Protect

SANReN

O
Fortaleza

= RNP

REDE NACIONAL DE Tertiary Education and
ENSINO E PESQUISA Ressarch Network of South Africt

UbuntuNet
Alliance

Wwww.geant.org
Networks - Services - People www.geant.org




Networks for European, American, African, and Arctic
Research (NEA3R)

Funding Source:  US National Science Foundation
* International Research Network Connections
(IRNC) programme (Core: Improvements)

Objective: Support R&E collaboration between the US and
Europe, Africa and the Arctic

ANORDOURet

hagen
vvvvvv Amsterdam

Activities: * Delivers 2x 100Gbps transatlantic connectivity
* NetSage Measurement and Monitoring Framework
e Science Engagement
* Routing Anomaly detection
* Support for Network Experimentation

<UbuntuNet

Duration: Five years (2020-2025)
Budget USS 4.75 million
Web Presence: https://internationalnetworking.iu.edu/projects/NEA3
R/index.html
http://portal.netsage.global
Coordinator: International Networks at Indiana University
Supporting: GEANT; NORDUnet; UbuntuNet Alliance

www.geant.org

Networ Partners


https://internationalnetworking.iu.edu/projects/NEA3R/index.html
https://internationalnetworking.iu.edu/projects/NEA3R/index.html
http://portal.netsage.global/

Standard aggregated internet
traffic

!

| Ll )
’ \ ‘ o ‘ * ' ‘ "" N '
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GEANT aggregated network traffic




| GEANT.ORG

Unpredictable Traffic

Standard aggregated internet
traffic

0040 | PAR-GEN |Coriant G30 300G

250 Gb/s
200 Gb/s
150 Gb/s

100 Gb/s

bits per second
puooas Jad s)q

——

05/06 07/06 09/06
max avg current
Ingress Traffic 205.10 Gb/s 79.88 Gb/s 82.47 Gb/s
Ingress 95th Percentile 12216 Gb/s 122.16 Gb/s 122.16 Gb/s
Egress Traffic 223.64 Gb/s 47.84 Gb/s 49.34 Gb/s

Egress 95th Percentile 75.48 Gb/s 75.48 Gb/s 75.48 Gb/s

GEANT aggregated network traffic




Optimised for research data transfers (2017)

Public Internet GEANT and R&E partners

Geneva to Canberra Geneva to Canberra GEANT + R&E networks US to Australia

_—

5

BW Gbit/s
OCFENW®R U W

0 50 100 150 200 50 300 50 400
Buffer size Mbyte

G Canb i i
enevato Canberra R&E networks are designed for different

goals than the Internet

Comparative Times for a 100TByte data transfer.

File Size (TB] Data rate (Gbit/s) Time taken (Hours Time Taken (Da

[ NREN 100 9.27 340 14

A N ISPA 100 172 183.2 7.6
\—/\
. = . ISP B 100 0.11 2864.3 119.3




| GEANT.ORG
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mm 1024K
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GIX \ O EARN Core site
= © EARN Intl site
Coperhagen S22 7 O EBONE EBS
7 ; B
Lines used
GIX 5 O Warsaw
for EARN
Princeton 1. ff.
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>

Routes:

= 29x deployed

= 11x delivered

* 9x being evaluated

= 14x in planning
18,000km fully equipped
= 18 countries

= 26 Providers (9 NRENS)

e Built/delivered
| eased capacity
m— Being planning

e Affiliated routes
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GEANT Trust and Identity Services

TRUST & IDENTITY

Networks - Services - People www.geant.org
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ﬂn cademia C ]
ONLINE STUDENT VALIDATION y
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Widening scope with

Supporting virtual teams and :
OpenRoaming

sharing resources

Offering a validation service
based on “studentness”
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eduroam w22)) pEReN,

e Being online is ever more important

e eduroam is a blueprint for deploying WiFi (which is likely
present)

e Clear what to expect

SELF-
ACTUALIZATION
Pursue Inner Talent
Creativity Fulfillment

e Good connection, no portal/Ads, reputation

/ SELF-ESTEEM \
Achievement Mastery
P Secu re and easy Recognition Respect
V4 H Frienc?ss Lgmw?llyng-obos\e(ELover
Open up your laptop and bang! You’re online!
/ Security StabilitSyA‘;EeTzdom from Fear \

e Based on mutual access, hospitality: give and take

PHYSIOLOGICAL
Food Water Shelter Warmth

=

e Based on future proof standards

48
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eduroam is big and global '?I”””

uroam

e eduroam is the biggest federated roaming-infrastructure

e 7200 IdPs 2 ; 5

e 30000 locations UUL”_UQU\J
TIMES

e 110 countries

TN S

* Service we all build tOgether Last year, #eduroam was used over 7.5 billion

times in over 100 countries!

As staff, researchers and students resume travel
and collaborations then eduroam becomes even
more important to help users stay connected.

e Campuses, IdPs, SPs
¢ National Roaming Operators

* Regions To find out more about where you can eduroam

visit https://eduroam.org/where/

¢ Global eduroam, governance

#love2eduroam #research #education
#academia #HigherEducation #connectivity
#students #university #universities #NRENs

49
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https://www.linkedin.com/feed/hashtag/?keywords=eduroam&highlightedUpdateUrns=urn%3Ali%3Aactivity%3A7155567820607471617
https://eduroam.org/where/
https://www.linkedin.com/feed/hashtag/?keywords=love2eduroam&highlightedUpdateUrns=urn%3Ali%3Aactivity%3A7155567820607471617
https://www.linkedin.com/feed/hashtag/?keywords=research&highlightedUpdateUrns=urn%3Ali%3Aactivity%3A7155567820607471617
https://www.linkedin.com/feed/hashtag/?keywords=education&highlightedUpdateUrns=urn%3Ali%3Aactivity%3A7155567820607471617
https://www.linkedin.com/feed/hashtag/?keywords=academia&highlightedUpdateUrns=urn%3Ali%3Aactivity%3A7155567820607471617
https://www.linkedin.com/feed/hashtag/?keywords=highereducation&highlightedUpdateUrns=urn%3Ali%3Aactivity%3A7155567820607471617
https://www.linkedin.com/feed/hashtag/?keywords=connectivity&highlightedUpdateUrns=urn%3Ali%3Aactivity%3A7155567820607471617
https://www.linkedin.com/feed/hashtag/?keywords=students&highlightedUpdateUrns=urn%3Ali%3Aactivity%3A7155567820607471617
https://www.linkedin.com/feed/hashtag/?keywords=university&highlightedUpdateUrns=urn%3Ali%3Aactivity%3A7155567820607471617
https://www.linkedin.com/feed/hashtag/?keywords=universities&highlightedUpdateUrns=urn%3Ali%3Aactivity%3A7155567820607471617
https://www.linkedin.com/feed/hashtag/?keywords=nrens&highlightedUpdateUrns=urn%3Ali%3Aactivity%3A7155567820607471617
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10 million authentications a day of this kind
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d , the edu Wi-Fi standard «322)))) B
eduroam, the edu Wi-Fi standar 5 GEADNT<7

roam

e Concept originated at SURFnet,
developed with international TERENA (now Géant) community in 2003.

* |n use at primary-, secondary-, academic- and research

e Large community, working on blueprints, knowledge, documentation, ...

Mutual access with eduroam participants:
authentication using existing account at home-institution
authorization is easy: just one single purpose

e Future-proof technology, tried and true concept.
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Why did we start eduroam (1/2) %gd-a)rgg.)“) GI'E(A>NT<7

e Security problems,
traditional wireless LAN is not safe:

e who is (ab)using the (wireless) network?

® are people eavesdropping?

e weak (or no) encryption, no authentication
e Difficult to allow guests

e User-identification

e Distribute secrets? Maybe not.

e Users are mobile, across borders

56
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Why did we start eduroam (2/2) gtd-a))))) GE%NQ

roam

e Ease of use!
Always connected (like 2/3/4/5G? *))
Even on busy places, in cities, ...
Open up your laptop and bang! You’re online

*) mobile data doesn’t always work well on crowded locations or in
buildings,
Wi-Fi / eduroam can be used for seamlessly offloading data

4G, 5G won’t replace Wi-Fi, they both have their own roadmap
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%%)))))

roam o
e(Iu roam

WiFi name is “eduroam”

Security settings the same
(WPA2-Enterprise)

Username is like e-mail
user@institution.tld

Authentication is forwarded

Give and take

A provides eduroam
A uses eduroam

B provides eduroam
B uses eduroam

Global trust
agreements, policies



Bolting technologies together:
Eduroam end-to-end security, mutual authentication G"A: NT< )

“«iﬁ”n)

e roam

( ) Secured tunnel

Supplicant

-> Authenticator '> RADIUS server RADIUS server
/ (AP or < institution A institution B
* switch)

Guest
user@institution-B.nl

guest
VLAN

Central RADIUS
Proxy server

A secure tunnel is established from the user’'s computer to his home institution through which the actual
authentication information (username/password etc.) will be carried (EAP-TTLS or PEAP)
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eduroam can be wired Lﬁ))))))

roam

e

e In fact, 802.1x port-based authentication was designed for wired:
just not very popular, used in very few places

60
Networks - Services - People www.geant.org



eduroam’s history until now

\%)))))

e roam

30-5-2002
start the
big idea

2004 2008

EU wordt eduroam
Co-founder, policy 1.0
Australié gereed

sluit ook aan

,,,

2003

daarna al
snel UK

'%\

UTwente sluit
als eerste aan,

2007

20m

50+ landen
aangesloten
5.000+ locaties
#27 SSID ter
wereld

2015 2019

eduroam RFC 100 landen aangesloten,
wereldwijde bedenker

standaard opgenomen in Internet

Hall of Fame

1-9-2008 2012 2016 2020
werken aan eduroam APAC en US 1 mid eduroam is
eduroam officiéle sluiten aan; authenticaties #12 SSID
policy Europese dienst | eduroam 70 landen wereldwijd

% %

bestaat 10 jaar

70.000 locaties

© @
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k%)))))

roam

e

FUNET

University of
Southampton

FCCN

e February 2004 ,



Now: 110 countries, 30.000 locations, 23 million users Ua-))))))
eauroam




National authN in Millions

Huge international growth &d))rgg')“)
pilliopst

350 T announced! T

300 -

250

200 -

150 -

100 -

50

International authN in Millions

0

N T N S G P P U P\ IS\ I R L s)‘»“’beﬁsi‘&\"o‘sb'”
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eduroam is visible

YOU HAVE
JUST BEEN
EDUROAMED
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eduroam is welcoming %))),))

uroam

e eduroam outside research and education:
cities, libraries, shops, hotels, restaurants, at 36 airports, train stations, busses, ...

e Digital divide, education everywhere
often receives support from the government

eduroam ‘ l

home is where
the wi-fi connects

automatically / .e'

67 -
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eduroam g%)))))

roam

e eduroam is a popular and rewarding service;
everybody needs and loves Wi-Fi, strong community

e Can’t go wrong going eduroam 6‘2\\\
* alot of international support and knowledge (#.I’Ove' )))
¢ Immediate benefit for end-users e\\’gl‘oﬁm
e Just little extra work for administrators 'a\\'
A 4

e NRENs, NROs required to operate eduroam

68
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InAcademia

$ InAcademia
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& InAcademia

What is InAcademia?

o S P rOX IS THIS USER A STUDENT? DISCOUNT APPLIED
proxy o _mee
e A service in eduGAIN B
* Connects OIDC-based
services

* ...pseudonymises P AT
eduGAIN persistent A Inﬁ;cademla

identifiers towards retail _ 'D"e“”/o'ﬂyw‘reg

services GAIN e LDe
* Non-linear: InAcademia edu ,@“'

cannot see the user’s
shopping cart

ONLINE MERCHANT

UNIVERSITY Qz(c‘
s
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<= :
Why InAcademia ? A InAcademia

* Protects user privacy:
helps IdPs minimise PIl sacrificed by users in return for discounts

* Lightweight option: when services only need validation of
user’s affiliation

* Helps identify non-conformity
* Alternative source of sustainability for T&l (we hope!)

Networks - Services - People www.geant.org



Architecture < macadema (50

OpeniD

Retailer Connect rel::::/res sse?yilclz-e Identity
(RP) OpeniD PIl Provider Providers |/
/ Provider “LeduGAIN
IdP

OpenlD

hinting
Connect

SAML2.0
SPin

& InAcademia IRAGLHESS eaduGAIN
Portal

Shop etc

https://inacademia.org/technical-overview/ https://demoshop.inacademia.org/shop/ https://inacademia.org/inacademia-

for—ldent|t¥—rederat|on5/
etworks - Services - People www.geant.org

Discovery
Service



https://inacademia.org/technical-overview/
https://inacademia.org/inacademia-for-identity-federations/
https://inacademia.org/inacademia-for-identity-federations/

Downstream Services

GEANT Ny

A'd}b‘e AU%SK. 2 Clarivate”
Eademy Bloomberg
"MWHD& Spotir, U2 Premium

Market

Sheerls

7

EB‘.’;-Q+

A
GARMIN.

udemy

prime student
N

@ grammarly

UNIiDAYS

myunidays.com

eduslore
SLIDEMAGIC

~ wir haben die hardware

national library
KB ) of the netherlands

Independent
S
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Uptake/Participating Federations

& InAcademia

Operating in:

SURF/the Netherlands
DFN/Germany

WAYF/Denmark, Iceland, Greenland
SIR/Spain

RENATER/France

IDEM/Italy

SWAMID/Sweden

YETKIM/Turkey

edulD.at/Austria

HAKA/Finland

Also registered in:

GRNET
Feide

Networks - Services - People

www.geant.org



4/ eduGAIN

“eduGAIN interfederation service connects
identity federations around the world,
simplifying access to content, services and
resources for the global research and
education community”
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eduGAIN is an inter-federation service %Z Ed U GA' N GEQQA NT

Federation A

%] eduGAIN
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What is eduGAIN about ?

P

Web Single Sign On

<

/

U

Sharing online \
resources, roaming
users across the
web, across

institutions j

Security

Networks - Services - People

www.geant.org

\

Building a secure
and Worl-Wide
Community of

Services and Users

)
eduGAIN o)

L

)
C N

Making life of
researchers easier,
enable
collaboration

)




%/ eduGAIN GE‘-A>NT<7

Inter-federated Access

— — -— - - _— L} — —_— - [ — . " = -
=S
~
\
Service ) Federation E . kS Service i
Iden ederation . Identity
wd Member N |\ Provider Sonly

Provider - A

______

Partner
Federation Blue Federation Green
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4 DQ
A complex ecosystem *.eduGAIN GEANT

Full mesh
federation

Federation A
Hub and spoke

distributed
federation

@/
©
©

/ Federation B

AAl Proxy

Research
Infrastructure AAI

SP

Federation C

Hub / Proxy
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The eduGAIN contributors &

stakeholders

7, REFEDS

AARC

FIM4R

kantara B

INITIATIVE

“«/ eduGAIN

'y _— ]
AUD Btk e

| - PaL @Wreee =

i DO R 52 o8

InCommon. 3

""AYFF‘/
aconet
edu D PN
2  gmmDFN-AAI

6 %Gwm

FElDE
SWAMID TALT <:)
@ MINGA
Eonfis \.)I arsi %
arnes™” RCTSaar & =% net
SWITCHaai
@ cafe
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eduGAIN Global Coverage “/eduGAIN GEADNTQ

79 Federations

9059 Entities

5456 Identity Providers

3622 Service Providers
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eduGAIN Trust model 2 eduGAIN GE%NQ

R RS Users trust Home
R Organisation

HomeOrg/Providers
trust Federations

Federations trust
eduGAIN

4] eduGAIN
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[GEANT AAl}

Q

——— .edu

The GEANT Service Provider

Proxy (GEANT SP Proxy) is a | E S \
service provided by GEANT that

allows GEANT Services to use

federated authentication for E © g e |
identifying users from E

Academic Identity Providers. E ® ’ ------- E (o] |

www.geant.org
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GEANT AAI Services Enrollment: how to connect a service to the GEANT AAI

1. Requester Details

Display name - Already prefilled from your Profile (
Email - Already prefilled from your Profile 2
Identifier - Already prefilled from your Profile GEANT 4

Orgnanization - If it is not prefilled, please enter the name of your organization. This can be different from
the organization [ legal entity providing the service

Service Provider Registration

Requester details

Display name

GEANT AAl iR

Email

B T T il R
Identifier
B2 ="K ; == o2 & @aai.geantorg

Organization *

2. Organization Information - Legal entity responsible for the service

Organization Name - The name of the organization responsible for the service O rg a n l Zatl 0 n I nform atl On

Organization Website - The website of the organization responsible for the service Legal entity prowiding the service
Organization Name

legal entity providing the service
Organization Website

https://www.example.com

https://wiki.geant.org/display/ GSPP/How+to+connect+a+new+service+to+the+Geant+AAl+Service



https://wiki.geant.org/display/GSPP/How+to+connect+a+new+service+to+the+Geant+AAI+Service

G'ANTO

Ongoing and future T&I developments
in the GEANT R&E Community



The world around us is g g, evolving. .
/ T i 2 Increasing Student Mobility

and Erasmus+

The European Open Science
Cloud (EOSC) and the
whole galaxy of all EOSC

projects The growing uptake of

Artificial Intelligence

= The new EU Digital Wallets,

The Common European 8 implied trust model and
Data Spaces ( EHDS, DE,...) B the Large Scale Pilots The Digital Twins, Virtual
x Digital Human, Earth
Digital Twin, ...

The EuroHPC JU and HPC HIA R ME T TS
Research Infrastructures

infrastructures - OpenlD Federation
Standard established




Outlook on the future: GAONQ

eduGAIN is the current Global Trust Fabric for Research & Education

Specific Identity Layers have/are-being developed for HPC (MyAccess
ID), for Student Mobility (MyAcademiclD)

The GEANT AAI is omnipresent in the European Research & Education
space

EU Identity Wallets and the eIDAS2.0 regulation will provide a new
Identity model for online Trust, impacting on the online life of millions
of European Citizens

GEANT and the NRENs will keep providing a Data Infrastructure for
education is delivered by the NRENs

The EOSC will establish its EOSC federation making use of the services
provided by the R&E Community (won’t re-invent the wheel)

A new standard has been established for OIDC based federation

Networks - Services - People www.geant.org




The elDAS2 Regulation and the EU Identity Wallets ,QQ
% GEANT

electronic identification and trust services

<>

Identity Provider (IdP) Service provider (SP)

elDAS 2.0 — European Digital Identity Wallet — EUDIW

Large Scale Pilots

[E DC4EU Q POT=NTIAL

for Digital Identity

e A8 T
s -
- —

N o Bl D @ ,::\.Z Credential Issuer X V Verifier (Service)
CONSORTIUM \‘

‘ i
Networks - Services - People www.geant.org
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Towards a common AAI for HPC

G

AccessID

+ HPC Data Centers are in the process of transforming

to Infrastructure Service Providers with a diverse

Service Portfolio

* These infrastructure services become available in
different administrative and policy domains, which we

call Infrastructure Service Domains

+ A common Identity Layer enables uniform

accessibility to scientists and engineers at European

scale

H
H
H
1 | Al
1

1dP 1dP P | 1 HPC Community Gov ID
1 site Platdorm eIDAS
1

G’ AccessID

Identity Layer

Networks - Services - People

www.geant.org

| [ ]}

mom HT . Ld

Iy = 111 J

am

[ . |
Infrastructure Infrastructure Infrastructure Infrastructure
Infrastructure Infrastructure Infrastructure Infrastructure . N .
Service Service Service Service
Service Service Service Service

1
i Infrastructure Service Domain Layer




Towards a common AAI for HPC t AccessID ,DQ
C GEANT

« Forusers R e s e 5

o One identity to access resources across | EpedukAl

HPC sites and other infrastructures iiee UC;).::;:,";:V H s

o Ability to link multiple external identities (e.g. T S !

institutional accounts, national elDs etc)

o Easy for novice users, unlocks new @ AccessiD

capabilities for advanced users. - @ o @ % ”

Identity Layer

* For Infrastructures:

o A common way of authenticating users

o Strong identity assurance g } < } 0’ =@ }' ”
o Multi-factor authentication 1 I 1 I l 1 T I T )
o Multi-protocol support (OIDC, SAML) i l el e e o e e e
o Improved access management including Infrastructure Service Domain Layer

|pal access
ple

Networks - Serviccie:se- Ilggg www.geant.org



EOSC AAI Baseline Architecture cnNeonscC

Federated AAIl

G"ANT:)

Based on the AARC Blueprint Architecture

 {Illin|

G Social ID

COMMUNITY AcCESsPROTOCOL | | [Ademicwed| oo a -
ATTRIBUTE TRANSLATION | AUTHORISATION! Community AAI
SERVICES ! 1 5
I
P I
{Reputaion) | _ _ _ _ _ ! \
By ' | |
. _[EEmE
B . e sl = e seeeisnie s [
------ > I (. |
SRS g | GOy |
) I .r (¥ | Infra Proxy
W-=== (R T 5
1 L | Generic — ID|
AA: Other ' L ® by J | Service o
e s s e e s e Lo L e i i | LJ
[ — 1 | :
' [ i | .
! v
A SAML i |enp. : : | =
! I
I
@O0 OEE®. ! %
________ o

Community AAI

The purpose of the Community AAl is to
streamline researchers’ access to services,
both those provided by their own
infrastructure as well as the services
provided by infrastructures that are
shared with other communities.

Infrastructure Proxy

The Infrastructure Proxy, enables
Infrastructures with a large number of
resources, to provide them through a
single

integration point, where the
Infrastructure can maintain centrally all
the relevant policies

and business logic for making available
these resources to multiple communities

Networks - Services - People www.geant.org
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GEANT High European

NREN Performance Research
Infrastructures Computing Infrastructures Education
- N N D
InAcademia ' i AccessID :
(InAcademia L = ) __ I !
R \ P //”-\\
L - FENIX NEeosC & :
G fA>NT<7 —— ‘91”“ Federated AAI \\{MyAcademchD
AAI Service
ﬁ‘ yeduTt’/“\ MS
GEANT Communitd K e-Scieche Student Mobilit )
o o) T AN Y

| Core AAI Platform

) r &
szl | < eduGAIN
3rd Part
ide e @ GakuNin) aconet .~ = BRENATER y
SWITCHaai 5 i — FEIDE incommion. | (ORCID, elDAS,
@ caf /.:".:? o ¥ @ waAve Sy, EUDI, Google
A Saas 6 S5 confia QD S cduld Eduggate etc))
SWAME arnes RCTSaai % Beloet % OAMRES
X < - - EduHr
s NP & cor \ . T O SR \ J




: ; ﬁ elDAS | ;
| i i e - : — 5 |
| z: | | D
H H : : : EU Login ! commercial | :
! ! ! : : , Sector
Education i : | i i e Lt i Research

Identity

.
: @ MyAccessiD () eosc aal Layer

} I Infrastructure

. - : SR i ey i H T HE 1 i Service Domain
: - 1 ] :
: \ : ‘ : ¢ ¢ 1 Far e : : N i 1 i Layer
: 1 1 1 1 1o HEE T - S A 1 1 G [ 1 !
1 1 = -y 1 \ 1o i S ! ! IR - |
. 1 A - 1 1 1 1 1 1 1 fl
H University Erasmus 1 1 1 [ ESERI 1 i
_Allances [ [ mocre ] Wit § B L8 - e ) i P
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Federated Identity Management and eduGAIN are useful !

Core AAI

\\‘Ci MyAcademicI iE rasmus+i

( N
é Online publishers, public SaaS/PaaS/laaS providers (l%codemio Google Cloud

7

Your
Identity Provider
Released Credentials

ONLINE STUDENT VALIDATION
Vendors

N/

Core AAI

Research Collaborations services & ESCAPE

EOSC-Life

\

} ) 9 Core AAI ﬁ, HPC

/ - 1 AccessID

| e-Infrastructure services | m;&% Resources
: eduGAIN interfederation services {K\ ed u-t I N

=
National Identity Federation services Co F Re

Y4
A

N\
J

aYZ
€

aYs
A

% PONTIFICIA

X |
)5/ CATOLICA

%7 DECHILE

Local Campus services
L Local Federation of Campuses

95 | w«lw.geant.org AN \
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Some popular federated-access online services and platforms
(not claiming exhaustiveness! )

-@zimbrar T e gy Thoodle

Joomlal’

@ Springer

ORC EZproxy®

collaborate with

4B TWika @ -
O eduMEET - . 600

FILESENDER OpenNebula

@ INJICH)

. ownClou
zoom ﬂn cademia el
ONLINE STUDENT VALIDATION GO g Ie CIOUd

96 | www.geant.org
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Welcome to eduGAIN and a world of R&E Services
around it !

ONLINE STUDENT VALIDATION

GEANT AAIl Service ﬂn cademia

Supporting virtual teams and Offering a validation service Widening scope with
sharing resources based on “studentness” d OpenRoaming

%) eduGAIN

Enjoy your week of training on eduGAIN and
Identity Federations, make the most of it !

hak COFRZ '
Comuncna Fosaroda HEUNA @ GakuNl_ﬁ ) FE,I\DE I = ﬁ RENATER
SWITCHaai / $TAAT R [ncommen S -
Access -
Management MIN\ WAYE v ol L] - =
@ cafe M confia | D o= Eduq)gate D‘Z\Z

‘ aconet -
= g B o 7 P
SWAMID dI’neS RCTSaax Q_M "3 & -DFN-AAI eduiiDycz

Wwww.geant.org
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