ise nformation ecurity for ¢ e

_
® e)
e ® @ J.
. ® &
David Kelsey (STFC-RAL, UK Research and Innovation) WISE

10 May 2021 COMMUNITY

_________________________ e

_ tion with and
% co-supported by EU H2020 EOSC-HUB & GN4-3

https://wise-community.org



https://wise-community.org/

_

SCI-WG - return to work! (after COVID-19) wiSE

COMMUNITY

ot 019 - Several ongoing activities of relevance to

 Inj rastructures (SCI)
nfrastructures (GN4-3, SLATE, IRIS, EOSC, ELIXIR, EGI ...)

widely and return the activity to WISE
e” & “publications”

eetmg (joint with SIG-ISM)

/” e - sday 25t May 2021
// wise-community.org/events/

ay . plan for SCI-WG activities during this year (starting in June 2021)

WISE SCI-WG 10 May 2021 2


https://wise-community.org/events/

____

Reminder - WISE Community meetings 2020 wiSE

COMMUNITY

-ISM (via Zoom)

ics was presented

T
b

WISE SCI-WG 10 May 2021 3


https://indico4.twgrid.org/indico/event/14/session/15/contribution/23

_

Other WISE Working Groups WiISE

COMMUNITY

es rel
2

s Challenge Coordination Working Grou
it with SIG.ISM B P

,/// & Threat Intelligence Working Group (IRTI-WG)
t WISE (RAW-WG) - joint with SIG-ISM
ng considered (as proposed at last WISE meeting)
» Best Practices for handling Software Vulnerabilities

WISE SCI-WG 10 May 2021 4



_

WISE/SCI in 2021 (presented Oct 2020 WISE) WISE

COMMUNITY

on maturity assessment
to perform self-assessment
ATE policy work

WISE SCI-WG 10 May 2021 5



i

SCI-WG - Shared threats & shared users

e many of the same threats

e applications and users
1
U lple e-Infrastructures

i

,, rated identity credentials

/ / n spread by following the user

d credentials

/

re securlty teams need to collaborate

WISE SCI-WG

10 May 2021

WISE

COMMUNITY




_

_r e

SCI Version 2 - published 31 May 2017 WiSE

COMMUNITY

WISE

COMMUNITY

A Trust Framework for Security Collaboration

among Infrastructures
SCl version 2.0, 31 May 2017

L Florio", S Gabriel?, F Gagadis®, D Groep?, W de Jong”, U Kaila®, D Kelsey®, A Moens’,
I Neilson®, R Niederberger’, R Quick’, W Raquel, V Ribaillier'’, M Sallé?
A Scicchitano', H Short'?, A Slagell™®, U Stevanovic', G Venekamp* and R Wartel™

The WISE SCIv2 Working Group - e-mail: david.kelsey@stfc.ac.uk, sci@lists.wise-community.org

WISE SCI-WG 10 May 2021 7/



_

o
-

Endorsement of SCI Version 2 at TNC17 (Linz) [y

COMMUNITY

E-INFRAS
MAKI?

%%/ ng principles and approach of SCl, as produced by

st between infrastructures, to facilitate the exchange & &+ " I\

€ ¢ vent of a cross-infrastructure incident, and the 4

ures to support the process. These Infrastructures welcome \
formation security community for the Infrastructures, and

activities by the research and e-Infrastructures should be A8 ; n

DS wWww.oeant.ore/News and Events/Pages/supporting-security-for-collaborating-
infrastructures.aspx

WISE SCI-WG 10 May 2021 8


https://www.geant.org/News_and_Events/Pages/supporting-security-for-collaborating-infrastructures.aspx

Now - consider work for SCI-WG  [EFF)

COMMUNITY

J! e set of meetings and tackle topics sequentially?
ich do we do first?

Or do we create sub-task meetings and tackle in parallel?

WISE SCI-WG 10 May 2021
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SCI Assessment of maturity wiss

COMMUNITY

N requirements are met, we
0 assess the maturity of their

re not implemented

ature exists, is operationally implemented but not
, P y imp

.. and comprehensively documented
3: ... and reviewed by independent external body

WISE SCI-WG 10 May 2021 10



e b

Assessment spreadsheet AT

COMMUNITY

| OnDate:[cinsert date>
| OnDate:[cinsert date>

Version Number | Document Date | Document Page

A
]
]
3| n
2
E |
m
W

Infrastructure Name:
Prepared By:
Reviewed By:

Evidence
(Document Name and/or URL)

Operational Security [05]

051 - Security Person/Team
052 - Risk Management Process
0 |053 - Security Plan (architecture, policies, controls)
053.1 - Authentication
2 | 053.2 - Dynamic Response
13 = 053.3 - Access Control
14 | 053.4 - Physical and Network Security
15 053.5 - Risk Mitigation
16 053.6 - Confidentiality
17 | 053.7 - Integrity and Availability
18 | 053.8 - Disaster Recovery
19 053.9 - Compliance Mechanisms
20 054 - Security Patching
21 054.1- Patching Process
22 054.2 - Patching Records and Communication
23 055 - Vulnerability Mgmt
24 085.1-Vulnerability Process

W 00 s oo B W R

® WISE SCI-WG o May o2 11


https://wiki.geant.org/download/attachments/58131190/SCIv2-Assessment-Chart_V2-US.xlsx?version=1&modificationDate=1554550759208&api=v2

WISE

COMMUNITY

0S4 - Security Patching

Each of the collaborating infrastructures has:

“A process to ensure that security patches are applied to operating systems,

t an d ] N g Of req u'i remen ts application software and firmware in a timely manner, and that patch application
is recorded and communicated to the appropriate contacts.”

In order to maintain the security of a system to the fullest extent possible.
Failure to apply security patches in a timely manner is one of the major causes
of system compromise.

e guidance is intended to assist those

Patching procedures should address the question of how the state of a system

implementing SCI and, as SUCh, is not, primarily ' (e.g. has a security patch been applied?) is monitored and when and how

SCOped tO ‘end users’ 7 members Of CO“eCtionS Of required patches are applied. Procedures should also document the
% responsible persons and which actions must be taken. The investment of time

users. InfraStrUCture managerS, service OperGtOFS, in the deployment of software configuration management systems

security Officel‘s, the responsibles Of Couections Of (https://en wikipedia.org/wiki/Comparison_of open-source_configuration_mana

Z % / gement_software) is highly recommended.

users, and others invested in the security of an = _

infrastructure and its services, are the intended | o b hioark & Slable b or et TS

aUdience. - A process or frequent review is in place to correlate and act on the above

WISE SCI-WG 10 May 2021 12


https://docs.google.com/document/d/1O2UTrKD70erpmO5DVIgn_1xpFX3NfVae_BGKPHoFuWo/edit?usp=sharing

_

WISE

COMMUNITY

SLATE policies and procedures

« WISE meetlng in Oct 2020 howed how application container security isn't really

procedures to review containers submitted for inclusion in
/}// are initially complete and they are looking for critical feedback
/// mong OSG and ESnet security people

///// E/SCI community for feedback?
3 / eveloped to include some of this?

/" available:

ATE Appllcatlon Developer Obligations

WISE SCI-WG 10 May 2021 13



_

Development of AARC PDK by WISE SCI-WG

nce from many Infrastructures and policy

onsidering the AARC PDK include
LIXIR, WLCG, SLATE(USA)

(1= | eful to new Infrastructures and help build trust

lity (compliant with SCI Trust Framework)
I ct feedback from Infrastructures

% U

Jnlike AUP, new templates may contain optional components
 Infrastructures just use the components that work for them

WISE SCI-WG 10 May 2021

.L:2>
«® @

WISE

COMMUNITY

14



el
Building on AARC PDK in WISE SCI-WG WISE

COMMUNITY

7
o
o

“ | Policy Area New Template Lead Participants
i

7
/I

https://aarc-project. eul ool

Top Level Infrastructure IRIS (UK), EOSC-hub
Policy
Management | Infrastructure | User Service User Data Protection Privacy Statement WLCG 9 IRIS
Security Community Management
Contact Management
Top Level Infrastructure [ Defines & Abides by Abides by Abides by Data Protection Policy on the EGI, WLCG
Policy Abides by

Processing of
Personal Data

Membership Community Policy IRIS, EOSC, GN4-3,
IGTF

Membership Acceptable GN4-3, IGTF
Authentication
Assurance

Data Privacy Defines Defines Views
Protection Statement

,,,,,

.

Policy on the Defines
Processing of

Personal Data

Abides by Abides by Abides by

Membership Community
Management | Membership
Management
Policy

Abides by

Acceptable Use Defines

Policy 5 Operational Incident Response eduGAIN, Sirtfi,

Security GN4-3, EOSC &
many opsec groups

Acceptable
Authentication
Assurance

Abides by

Operational Service Operations EOSC-hub, IRIS

Operational Incident Defines Abides by Abides by .
| Becuity Response Securi ty

l Procedure

And ELIXIR too


https://aarc-project.eu/policies/policy-development-kit/

Which policies to work on first?

ine AUP (a version 2)

il

gement/Assurance

WISE SCI-WG

10 May 2021

WISE

COMMUNITY

16



_

Questions? And then discussion?

and “HowTo” guidance
d/or external audit?

o

7

%M produce updated document - SCI version 3
etter treatment of federations and links to eduGAIN, Assurance etc

» Include improvements/feedback from Sirtfi, Snctfi

WISE SCI-WG

10 May 2021

WISE

COMMUNITY

17



Next steps WiSE

COMMUNITY

25t May 2021

ommenting on documents

S firs
. 0’7 :
/{/%///o perations Security Policy?

Wher d how frequent? Start in June 2021. Thursdays? 16:00 CEST?
* Proposal - One hour every two weeks at time to allow USA and EU?

t update to AARC PDK

WISE SCI-WG 10 May 2021 18



