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Outline GEANT ::

Mobile Crowd Sensing Systems

Basics on Wireless Crowd sourced Performance Monitoring Verification (WiFiMon)

Mobile Application Measurement Approach

Hybrid Approach
Visibility Web-Ul and elastic search

Discussion Security and Privacy at the End-User Meeting in Zurich — May 2017

Conclusions and Future Work
Measurement page:

https://vm3-gn3-sa2t5.vm.grnet.gr/measurement.html

Networks - Services - People www.geant.org 2



Mobile Crowd Sensing Systems

rivacy

—~——

USER//// 2 5 K - \\\\S?NTEXT
/’ - { "z, uo....
/' \ b o \\ M
// } \ 5. s . \ |
/ Online\,_ / \?i(gnment \\ -;
/ e ~ ------'
Activit Infrastructur \
// Y>/\‘ /< & % Crowdsensing
[ ¥ 4 \ \
__74'—-—-—""’ ,
\Location ,* \ //
WS I\Specializeg//
/ \ Prediction - Wireless
Predict + Specialized Network Performance
Mobility Predick predictions opportunistic, and
Source: WiFiMon End-User Meeting Service Use objective measurements?

https://goo.gl/8FousQ
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WiFiMon Concept —

Modules

GEANT WCsPMYV Activities

Mobile App based

WCsPMV

atus: 21.03.2017/K

opportunistic
measurements

L S S S S SR L SR L S S s )

T
0]
0]
Q
ittt - il
[
Q
x

WCsPMV*
Web-based

A

opportunistic
measurement

asis

Y

Security and Privacy
technical implementation

collecting and analysing Data

WCsPMV

legal aspects about

Feeq'back
i
v

WCsPMV

\A

WCsPMV
Hybrid Approach
Objective measurements for
validation the opportunistic
measurements

>

=== mmm e

ack

-
o
(0]
Q
B el iy

WiFiMon End-User Ll e e B S

Community

*Wireless Crowd sourced Performance Monitoring and Verification

WIFIM®n

o=

GN4-2-SA3T5 WiFiMon
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Introduction WiFiMon

Mission Statement:
“...It is possible to gather data from multiple
Sources, including browser-based measurements, st
in addition to traditional monitoring, and extract g L
Meaningful information on the performance of
a WiFi network from that data...”

WiFiMon Prototype:
- PM architecture design
- Java Script distributed to essential web-sources
- NetTest/Boomerang servers configured
- Upload- / Download Images

...and non-invasive...

o
BV
RTINS
RO

Sl

st

"
e sty
8 e

Rt
5 0% L™ G
S e
e gt
PN W
P
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WiFiMon - Problem statement G'ﬁﬂ'ﬂ

Measuring and verifying the performance of a WiFi network is challenging there are no tools that:
* Cover all aspects of performance monitoring and verification
* Determine how end-users experience WiFi at a given place on the network, at a given time

At present, information for wireless networks can be reported in three ways:
* Mobile End-User Device

* Wireless Access Points (WAP) / WiFi-Controller

* Network Management Systems (NMS)

These sources allow “only” determining the wireless network is overall OK (e.g. up/down)
« HW probes collect performance measurement but are installed at fixed locations

Networks - Services - People www.geant.org 6



WiFiMon Process

Predict Specialized
ictions

Predict pred
Service Use

CONSUME and
COLLECT DATA STORE DATA ANALYSE DATA
VISUALIZE of DATA

WiFi Interface Temporary Data Real Time Analysis: Web-UI
Focus: WiFi Persistent Data - Correlation: RADIUS - Visualization: View
/eduroam enabled - Raw data from Accounting/Performance data Snapshot)
infrastructure data sources - Mobility Prediction (future) - APIs
on Smart Devices - Reference data -Focus Network Performance

correlated -Focus Crowd prediction etc.

Multiple

Iteration Process

Networks - Services - People www.geant.org



WiFiMon Architecture G'%TQ

Rule Set

Relational Database

* Automatically collects the raw data

Query and

Web User
Report

Interface

Relational Analytics
Database Engine
ke B i

Generation Frontend . .
™ Analytic Engine
A\ j N * Sorts the raw data collected, analyze it,
“K Process Query and Present Output Submit Queryorrun Report and provide Visualizations
/ .,
g Syslog Server ‘ ius '-2/ L3 address ebsite/app wi 1
s ( = H e b-ndme«m) “:m':,;,gez*:es: Query and Report Generation
(o]
a 7 ‘ » Searches for usable information from
" ) RDB and AE
Wirel;ss(;ont‘roller J
/APs i
x _“_Qa_ta SOurce P Web User Interface (Web-UI)
2 " e (@Generates raw data and Exports raw . All I-ti i<ualizati "
N;ob"e data from data source collectors Ows real-time visualization options
Clients

Networks - Services - People www.geant.org



Net

08-15-2018
User WiFi-AP RADIUS
Mobile Client Authenticator
EAP-TTLS(TLS) Proxy RADIUS
Request
Valid eduroam accept authN
session cien{/J User
authZ User:
DHCP

VLANX IP
Valid Session Key

WiFiMon - Data Flow Diagram

Web Source NetTest
Server Boomerang
Server

Transfer Raw Data: RADIUS ACCOUNTING
Time stamp / AP-ID / MAC-Client / IP Client / MAC-NAS

HTTPS Request
Web Source

[Sample https page for WiFiMon measurements

Iiremtet s ot i e e

JS in place
D/Upload Images
Ping
______ Performing
il M/easluredments
: D/Upload Data = BW
t%gggaremems Ping= Latency relative

to the web-server

Transfer

JSON post from
the user browser
agent

Pseudo code for performing/storing measurements

SET registered subnets //allow measurements only from WiFi subnet
CHECK if cookie is set for the user //avoid repeated measurements and
/network overloading
IF user_IP inside registered_subnets
IF cookie is not set
GET timestamp
CALCULATE download _throughput, upload_throughput, RTT
GET user IP, user_agent
GET user_location // with Google API loader
POST e load igh A
RIT, user IP, user_agent, user_location to Elasticsearch
SET cookie
ENDIF
ENDIF

, upload. ghy

Time Series DB
Elastic Search

WiFiMon Agent
Java based application

Pseudo code for correlating with Radius logs

1: CHECK user_IP, timestamp from measurements
2 CHECK client_IP, auth_timestamp // from Radius logs

3: WHILE auth_timestamp < timestamp  // in descending order to

4 select the most recent entry
s IF user_IP == client_IP

6: INNER JOIN measurement and Radius_entry ON IP

7 BREAK

8 ENDIF

ENDWHILE

Collecting Data
- RADIUS Accounting
- Performance Data

Storin
Measurements
Correlating
Performance Data
________ RADIUS logs and
Correlated Data Set
stored
Interface
WiFiMon agent
Port 8443
(configurable) & >
Transfer
Correlated
Data
Correlated
Data Set
stored

Aggregation
Real Time

Definition

frame

-

Transfer
Data

eees

sene

Ref. Data according

Format embedded

Web-UlI
Kibana

GUI
Port 8441
(conﬁgurable)

Visualization
Dashboard by
Kibana Interface



WiFiMon — eduroam enabled WiFi Infrastructure: Walk Through GEANT

Sample https page for WiFiMon measurements

Screenshot of the embedded Javascript code to perform measurements:

EEs - g x

2 Guide X/ [} viewsourcehttps/im3-« X
C B view-source:https;//vm3-gn3-sa2tS.ym.gmet.gr/measurement html ol & B y =
(3 Confs (Jc CiVpoboles (JEan [ € CH 4L &MOD OEBERME Den @ B $ Brack ' Intereg » [ Other bookmarks
¢htal> .

¢head>

xt/javascript”
ext/javascript”

5="0.01"

</head>
<body><h1>Sample https page for WIFIN
<h4)Embedded o\ascript code to perform msurenenlswh-ﬂ
3 (pa<img sres"sourceCodeScreenshot, dpg"</img></p

<hdrNotes</h4>
wly

strong><varyagentlp (required)</vary:¢/strong> IP address (or domain name) of the server where the Java agent is installed¢/li)
8 strong><var>imageslocation (optional)¢/var>:¢/strong> Public link to the folder where the images are downloaded to perform the nettest
measurements, If empty, "https://vm3-gn3-sa2tS.vm.grnet.gr/wifimon/images/" is assumed</li>
0 liy¢strong><varycookieTimeInMinutes (optional)</var>:</strong> Duration time (in minutes) to set the cookie in order to prevent repeated
measuremetns, If empty, "1.5" is assumed¢/1i>
<ul> x

Notes:
agentlp (required): IP address (or domain name) of the server where the Java agent is installed

cookieTimeInMinutes (optional): Duration time (in minutes) to set the cookie in order to prevent repeated measurements. If empty, "1.5" is assumed
Measurements are relative to the location of the server that hosts the images. In this case the server is hosted in Athens, Greece

Links:

+ WiFiMon Web-UI

Networks - Services - People www.geant.org

imagesLocation (optional): Public link to the folder where the images are downloaded to perform the nettest measurements. If empty, "https://vm3-gn3-sa2t5.vm.grmet.gr/wifimon/images/" is assumed

eduroam as the entry point

The end user is required to visit a web
page with JavaScript installed

10



WiFiMon - Performing / Storing measurements

Pseudo code for performing/storing measurements

g kb =

15:

O RQAN TR N

SET registered subnets [/allow measurements only from WiFi subnet
CHECK if cookie is set for the user //avoid repeated measurements and
//network overloading
IF user IP inside registered subnets
IF cookie is not set
GET timestamp
CALCULATE download throughput, upload throughput, RTT
GET wser IP, user _agent
GET wser location /f with Google API loader
POST timestamp, download throughput, upload throughput,
RTT, user IP, user_agent, user location to Postgres and
InfuxDB databases
SET cookie
ENDIF
ENDIF

Networks - Services - People www.geant.org
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WiFiMon - How we manage/correlate performance data G'CA?\ITQ

l:
2: CHECK client IP, auth timestamp [/ from Radius logs
3

Timestamp

Pseudo code for correlating measurements with Radius logs
What we need Javascript RADIUS/DHCP X < ;
CHECK user IP, timestamp //from measurements

. WHILE auth_timestamp < timestamp /! in descending order to
SPIR - 4: /! select the most recent entry
K IF user IP == client IP
6: INNER JOIN measurement and Radius entry ON IP
ID of access point ID of access point 7 BREAK
8: ENDIF
IP address IP address 9: ENDWHILE

Networks - Services - People www.geant.org 12



WiFiMon - Web-UI

Monitoring Results

Id Test Start Usernam Downloa Upload  Ping ClientIP  ClientIP Client
Date/Ti  Time e dRate  Rate (ms) Address (Logs) MAC
me (UTC) (KB/s) (KB/s) Address
(UTC)

376 2016- 2016-02- kokkinos 9018.0 4312.0 45 150.140. 150.140. 00-24-
05-23 25 14120 14120 d7-e2-
09:27:43 09:09:07 4e-1A
.839 .0

Grafana Interface

375 2016- 2016-02- kokkinos 8815.0 4532.0 5.5 150.140. 150.140. 00-24-
05-19 25 14120 14120 d7-e2-
10:34:34  09:09:07 4e-1A
.892 0

GEANT WiFi Monitoring Agent

©2016 GEANT | Contact

Networks - Services - People www.geant.org

AP IP

150.140. 00-Oc-
14112 29-Tc-
03-7A

150.140. 00-Oc-
14112 29-7c-
03-7A

AP MAC NAS
Address Address

Port
Type

Wireless

802.11a
g

Wireless

802.11a
g

User
Agent

Mozilla/s
.0
(Window
sNT
10.0;
WOW64
)
AppleWe
bKit/537.
36
(KHTML,
like
Gecko)
Chrome/
50.0.266
1.102
Safari/53
7.36

Mozilla/s
.0
(Window
sNT
10.0;
WOW64

13



WiFiMon - Elastic Search

GE

K kibana

®

Dashboard / WiFimon

Search... (e.g. status:200 AND extension:PHP)
Discover Add a filter +
Visualize Wifimon_CountryMap
Dashboard I + } SN .
Timelion n oo - -
(=] 7 T Icetand
Dev Tools p 2
. i 4 3 Faroe
Management : s Canada | 4 = ’ gstende
gt o &8
5 AN
{ <0\
. 3 %
{ 1 1 L > GB
g o i iiara
a | == -
| 1 S
T T United | > ” e
{ States of Mo
| 1. America X 7
[~ J
Wifimon_Upload
300 - © ©150.140.141.20

@® 193.108.160.152
@ 130.59.27.130
® 130.59.27.136
@®79.167.77.178
® 132.66.223.6
@ 130.59.26.134
@ 193.136.152.65
® 141.237.168.2
® 130.59.94.232
® 130.59.17.134
@ 130.59.27.133
® 130.59.94.220
@ 130.59.94.70

250

Average UploadThroughtput
Q
-]

time per day
Wwifimon_Ping
© ©150.140.141.20

2000 ® 130.59.27.130
® 120.59.27.136
RO ®79.167.77.178

- ® 193.108.160.152

-§ 3000 ®132.66.223.6

S @ 130.59.26.134
= 2000 ®193.136.152.65
® 141.237.168.2
+000 ® 130.59.26.133
' ®130.50.27.144
Collapse i LR e A\ £ A ® 130.59.94.123

- 120.50.27.13>

' s Finland
Y \
b 3 ) ? 2
Norway, e &, g, Y ) : <

ane <5t
.emm""n? £ e

Share Clone Edit <€ O lLastiyear >

Uses lucene query syntax n

& ’ Russia

\ |
._Count
701426864

26864-53718

c:e:h\

S -~ @ 5371580572
S N IR Nwﬂ"’ ®30572_107426
et = m,kmem,\,__,, “Korea @ 10,7426 — 13428
a LA
~ BeSHl £ :
3 £ ; e OpenSheel!*;ﬂ Sibutors | Elastic ice , M382Riitn
wifimon_Download e

120 © ©193.108.160.152 2

® 150.140.141.20
® 130.59.27.136
@ 130.59.27.130
@ 79.167.77.178

® 132.66.223.6

® 130.59.26.134
@ 193.136.152.65
@ 141.237.168.2

® 178.197.235.52
® 178.197.225.167
® 130.59.94.232
@ 130.59.94.220
® 130.59.94.123 =

wifimon_UserAgent o

100

80

Average DownloadThroughtput
3

time per day

© ® Apache-HupClient... ~
® Apache-HrtpClient...
@ Apache-HurpClien
@ Moxzilla/5.0 (Macin...
@ Moxzilla/5.0 (Macin...
® Mozilla/5.0 (Maci
@ Moxzilla/5.0 (Maci
@ wifiprobe (RPi; U
@ Moxzilla/5.0 (Macin...
@ Moxzilla/5.0 (Windo...
@ Moxzilla/5.0 (Windo...
@ Moxzilla/5.0 (Windo...
® Mosilla/s.0 (Macin...
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WiFiMon Concept - Overview GEANT

GEANT WCsPMYV Activities

Status: 21.03.2017/KB

* WCsPMV
Mob\iII\éCl:;l::)V| t\)lased V\c\;%?s:\ﬁs\éd Livbd Appiogeh
e - > ey - »>1 Objective measurements for
pp 21> validation the opportunistic

measurements measurement oo
Ao A A

Mobile :
| ; 5 o
i WCsPMV i
i Security and Privacy :
! technical implementation !
! legal aspects about !
E collecting and analysing Data i
! H !

--------- Pt GN4-2-SA3TS5 WiFiMon
Feedback Feedback Feedbback
E v E
i WCsPMV i
Fommmmm oo > WiFiMon End-User R e EE R
Community

*Wireless Crowd sourced Performance Monitoring and Verification
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WiFiMon - Mobile App Architecture - Description G'L_ANT ::

The GEANT JavaScript library and Java-based tools:

GEANT Javascript Library * Allows to enable Spring Boot Framework (Application and
\ , | Metrics and analysis)

JS APls |

WiFiMon Application " Oiios Foalenis’

The WiFiMon Application: { Hitmi ] Vavacripg
* Requires the images location, User agentIP and Cookie time
 Download the .js from the GEANT JS Library to Trigger NetTest
* Send the results to the WifiMon agent ] “,:m' ) ACCESS_WIFI_STATE
* Informs the user for the results ( x

. Device Permussions
Resources

ACCESS_NETWORK_STATE

HTML Rendering Engine } ‘ ACCESS_INTERNET
(WebView) ooy ‘
Android :
| /\"l ' 0OS API
A Id Devi ] OS Devi . . .
ombind o T Mobile OS using the appropriate APIs
| ﬂﬂm to build the mobile application

Networks - Services - People www.geant.org 16



WiFiMon - Mobile App Architecture — Building Blocks G'LANT ::

Pseudo code for performing/storing measurements /WiFiMon Application >

device Requirements
1: SET registered subnets //allow measurements only from WiFi subnet = ] ;;,wm”m [Notwork] | Javasoript
2: CHECK if cookie is set for the user //avoid repeated measurements and ' e _ Device Pormissions
3: //metwork overloading S - ACCESS_NETWORK_STATE
4: IF user IP inside registered subnets [_“,:m' | ACCESS_WIFI_STATE
-1 IF cookie is not set i HTML Rendering Engin | N | access_oeremser
6: GET timestamp b e
T CALCULATE download_throughput, upload_throughput, RTT
8: GET user_IF, user_agent Fig 2 — WiFiMon Application
9: GET user _location // with Google API loader
10: POST timestamp, download_throughput, upload_throughput,
11 RTT, user IP, user _agent, user location to Postgres and * The .js-images will be downloaded (Fig 2)
12; InfuxDB databases  HTML triggers the measurement (Fig 2)
13 SET cookie  Download (.js) done - the measurement will be
14: ENDIF Started ( see Fig 1)
15: ENDIF

Fig 1- Web-based measurement

Networks - Services - People www.geant.org 17



WiFiMon - Mobile App Measurement Process GEANT ::

Welcome to WiFiMon Measurement Configuration

Analysis

Step 1: Download the WiFiMon App and install it

Replace "o oo oo o’ with
address (or doman name) of the
server whete the Java sgent is
instafed

Step 2: Open WiFiMon App. Through a friendly
User Interface - Ul (see Fig 1) . User has to
configure measurement options (see Fig2)

magesi.ocation (optional)

Public ink 10 the folder whate the

images are downiosded 10 perform

the nettest measurements I empay,

Mps AvmIgnd sa2tS vm grnet g/
- et/ is )

coowe TimelrAewnes (optional)
Durstion Srme (in minutes) 10 set the
COOkM I Order 20 prevent repested
measwremetne If empty, 1.5 s

Step 3: Click on Start Measurement button
and wait for the response, until monitor
performance has been completed (see Fig 3) .
Users will receive a notification if
measurements are completed.

Fig 1 Fig 2

Networks - Services - People www.geant.org 18



WCsPMV Concept - Overview

GEANT WCsPMV Activities

WCsPMV
Mobile App based
opportunistic
measurements

Status: 21.03.2017/KB

EES S S S e g e

——mmem—ee-5--T
o
Q
x

WCsPMV*
Web-based
opportunistic
measurement

A

A4

WCsPMV
Security and Privacy
technical implementation
legal aspects about
collecting and analysing Data

WCsPMV
WiFiMon End-User
Community

*Wireless Crowd sourced Performance Monitoring and Verification

WCsPMV
Hybrid Approach
Objective measurements for
validation the opportunistic

measurements

C—>

 WIFIM@n

GN4-2-SA3T5 WiFiMon

Networks - Services - People www.geant.org
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WiFiMon — Hybrid Approach GEANT :J

« HW: RPI1, 2 or 3 og D-link SWA-171

* Measurements:
* Signal strength, channel info, SSID’s
* Association time (auth + asso), DHCP
* Respons time (dns, http)
* Up & download speed

Probes at select locations for deuld ,

B 0161411111111

* Measurement scripts
* owamp, iperf3, curl etc

WiFi

DWA-171

Raspberry Pl B+ Starter Kit

Networks - Services - People www.geant.org 20
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WiFiMon Concept - Overview GEANT

GEANT WCsPMV Activities

Status: 21.03.2017/KB

WCsPMV WCsPMV* Hyb‘:}’fz';g"r‘é oh
M%tgﬁoﬁ%';ig:ied ovg:g;tt:xansi:tci’c Objective measurements for
validation the opportunistic
measurements measurement e e noe
7 7y

)

WIFIM®n

--------- GN4-2-SA3T5 WiFiMon

ack

A4

WCsPMV
Security and Privacy
technical implementation
legal aspects about
collecting and analysing Data

EES S S S e g e

=== mmm e
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[0}

Q
I o et

[

Q

x

-

[0}

§

0

Q

x

-

[0

[0}

Q
R o

WCsPMV
----------------------- > WiFiMon End-User e e
Community

*Wireless Crowd sourced Performance Monitoring and Verification
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W iFiMon - Security and Privacy

* Beyond WiFiMon
* Eduroam as a basis =2 SP and IdP policy >>> Consequences for WiFiMon

* Eduroam RADIUS Logs

® Process Data Management
* Legal aspect of Collecting, Storing, Analysing, Consuming and Visualizing of data
» Exercising caution when processing personal data (Management at SWITCH)
* EC point of view about Privacy and Security to WiFiMon => Legitimation
* EU General Data Protection Regulation

® Technical aspects
* From beyond WiFiMon to concrete implementation of features

* Collection process:
» Selection of IP ranges, which will be preferred for measurements
* End-User dialog through popups (agree / disagree measurement)

 Storing: Only correlated information (raw data will not be stored)

* Web site — proper disclosure on WiFiMon process / data kept

* AP Geolocation / Mobile Geolocation (mobile app) ...

Networks - Services - People www.geant.org



WiFiMon Concept - Overview

GEANT WCsPMV Activities

WCsPMV
Mobile App based

Status: 21.03.2017/KB
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measurements
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WiFiMon End-User Meeting (May 2017) — Discussion G'ﬁﬂ'ﬂ

What might be measured?

* Opportunistic measurements
* (Dynamic), web/app based, Java Script, measurements/WAP,
* (Radius Accounting) Data correlation (Valid Session (time stamp) / WAP-ID / User-IP
* Measuring quality of device,

* = User Experience (trends) How objective measurements could support

* Objective measurements by HW probes opportunistic measurements and vice versa?
» Static, Signal strength associated SSID, list seen BSSID’s Collaboration - Hybrid approach
* Network authentication, association and DHCP time .

Combine collected data to a “complete” picture
* User Experience data combined with
Infrastructure, environmental data)
« Common APIs transfer essential data sets

e RTT, http and DNS response times
*  Throughput measurement
* = Infrastructure (locally, status)

How Security and Privacy has to be considered ?

* End-User information needed? Yes /NO ?
* Measuring performance quality at the WAP
 End-User Device Information

Networks - Services - People www.geant.org 24
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Conclusions and future work G'ﬁﬂ'Q

The expertise gained so far revealed that it is possible to:

* Measure specific parameters of a wireless network through JavaScript

* Correlate these measured raw data from various log files

* Monitor and validate the performance of WiFi as experienced by end-users

Future steps:

 Verification of JavaScript measurements accuracy (comparison with HW monitoring probes)
Mobile app development to allow measurements (expand browser-based measurements)

Explore privacy issues so as to be in accordance with campus policies
* Inform the end-user through pop-ups, approve performance tests
* Links or pop-ups that explain the process of data collection.
* If tests are performed without user intervention, ensure that sensitive data will be analysed with caution.

Data Analysis (Elastic Search)
* To process a long time history
* To elaborate a “PERFORMANCE Benchmark”

Design a Service (roll out to the most of the NRENS)
e Commercial aspect in focus of our investigations
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Thank you
Any Questions?

Contact us

GN4-2 SA3T5 email list: gn4-2-sa3-t5wifimon@lists.geant.org
Kurt Baumann, GN4-2 SA3T5 Task leaded:
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