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@Aims and Objectives

* enable major parts of the T&l community to use
state-of-the-art multi-factor authentication

e contribute to the SimpleSAMLphp WebAuthN module

e develop a new custom module for SATOSA
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@ What did we do?

e contribution to the SimpleSAMLphp WebAuthN module

* Standalone registration page (#30)
* Toggle MFA based on user attribute (#28)

* Ul improvement (#29)
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https://github.com/simplesamlphp/simplesamlphp-module-webauthn/pull/30
https://github.com/simplesamlphp/simplesamlphp-module-webauthn/pull/28
https://github.com/simplesamlphp/simplesamlphp-module-webauthn/pull/29

@ What did we do?

e develop a new custom module for SATOSA
* microservice for SATOSA

® triggers WebAuthN

* enable/disable per service provider
* handles REFEDS MFA profile

* flask WebAuthN module

® performs WebAuthN authentication
® token management (during login)

® temporarily disable MFA
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& How did we do it?

e contribution to the SimpleSAMLphp WebAuthN module

a. find bugs, possible improvements and new features
e GitHub issues
e code inspection
* test deployment

b. prioritize
C. code
d. submit PR to upstream repository
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& How did we do it?

e develop a new custom module for SATOSA

a. design
 similar to SimpleSAMLphp WebAuthN module

« SATOSA limitations (no GUI) -

L]
b' teChnO|0gIeS - T7Userredirecled
1:Sending ‘ back to SP
authentication request

* both parts in Python

4. SATOSA redirects

C. implement fundamental features —F‘_ -
* WebAuthN authorization - " LIRS

6. APl to check the result

e token management

d. improve
* nicer user interface
* more configuration options

2. Request is forwarded
to the IdP

3. SFA authentication
has been performed
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@ What was achieved

e contribution to the SimpleSAMLphp WebAuthN module
» accepted (merged) by SSP developers
* WebAuthN for SATOSA
 ready for use
* published on GitHub
* eduTEAMS are interested
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a Demo

e videos
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What did we learn?

* SimpleSAMLphp WebAuthN module

* quite mature and ready for most use cases

* WebAuthN for SATOSA
* separate module (forced by SATOSA design)

» proxies/IdPs may share WebAuthN server

e can be used by other software than SATOSA

* advanced token management
* out of scope for a WebAuthN module

* privacylDEA might be a solution
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How do | find out more?

* SimpleSAMLphp WebAuthN module:
https://github.com/simplesamlphp/simplesamlphp-mod
ule-webauthn

* (SATOSA) WebAuthN module:
https://github.com/CESNET/satosa-module-webauthn/

* satosa-microservice-webauthn:
https://github.com/CESNET/satosa-microservice-webaut

hn/
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https://github.com/simplesamlphp/simplesamlphp-module-webauthn
https://github.com/simplesamlphp/simplesamlphp-module-webauthn
https://github.com/CESNET/satosa-module-webauthn/
https://github.com/CESNET/satosa-microservice-webauthn/
https://github.com/CESNET/satosa-microservice-webauthn/

Looking ahead

* WebAuthN module
e offered to eduTEAMS
* allow multiple proxies to share the module
 standalone registration
e different token storage (e.g. IMS)
* token management

* manage tokens for all authentication methods
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