GE%NQ 5th SIG-CISS meeting

Building a Public Cloud from scratch: Get to 8K
cores OpenStack

Cloud Engineering Team @ GRNET

= openstack. (Ap gr



Cloud Engineering Team

Stamatis Katsaounis Alexandros Soumplis Giannis Polizois Yanos Aggelopoulos  Aggelos Kolaitis
O skatsaounis O soumplis O nullscan O yanQOs O neoaggelos
O stamkats O soumplis
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Louros DC

A green data center
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http://www.youtube.com/watch?v=fXNi_gWOQaM

Datacenter @ Louros

o o 092018 o O 09/2019
Non-production with \ / Full in production with
/\ numerous broken servers very few broken servers
10 Racks 5 Availability Zones 5 Availability Zones
198 VMC Lenovo RD550 22 eVMC Lenovo RD550 50 SC Lenovo RD550
e 40 cores @ 2.6G e 40 cores @ 2.6G e 40 cores @ 2.6G
e 192 GB RAM e 384 GB RAM e 128 GB RAM
e 2x280GB SAS e 2x280GB SAS, e 2 x280GBSAS
e 2x10G NICs 2 x 380 GB SSD 6 x 180 GB SSD
e 2x10G NICs 12 x 4 TB NL-SAS

= openstack.

e 2 x10GNICs
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Principles
Be part of the

@ Stack decomposition and service isolation .
community
Isolate Control Plane from Data Plane i
build the
Utilize metal with LXD containers and KVM pods community
Follow the upstream path. Use techniques and do minor

compromises to be fully compatible with upstream releases.

Resiliency is TOP priority. Redundancy, high availability, automatic failover

Automation for anything that has to be done twice

Scalability, scale out instead of scale up

EE E @& &G

e & openstack. ’A\\ gr



= openstack.

What is OpenStack?



“OpenStack is a cloud operating system that controls
large pools of compute, storage, and networking
resources throughout a datacenter, all managed and
provisioned through APIs with common authentication

mechanisms” [1]

[1] https://ww.openstack.org/software/

= openstack. Qr


https://ww.openstack.org/software/

OpenStack Projects

¥ = L

NOVA NEUTRON GLANCE KEYSTONE CINDER

an OpenStack Community Project an OpenStack Community Project an OpenStack Community Project an OpenStack Community Project an OpenStack Community Project

D e

HORIZON WATCHER TELEMETRY DESIGNATE

an OpensStack Community Project an OpenStack Community Project n OpenStack

mmunit;

= openstack.

gr



The Triplets
& F

GLANCE  TELEMETRY

L

KEYSTONE  \yarcer

T .=

an OpensStack Community Project an OpenStack Community Projec

¥ om

HORIZON  NEUTRON

= openstack.

The Outlier

e

an OpenStack Community Project

W
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Building Blocks



x 9 @ ! beats == elasticsearch

ceph

graylog Rabbit0 @ rercona Agh
@ @ Juju éMAAS g

.‘3 ANSIBLE

£ openstack.
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Deployment



Foundation Tools

MaaS (Metal-as-a-Service) Juju

@JUJU admin / openstack ~  th | €

Machines 299 machines available Add hardware (]

62 applications 172 machines  status (=) o
299 Machines 1 Resource pool © 3300h [ .
@ 3 cellometer # 2} (@
-
Filters © status:(=Deployed) X Q Groupbystatus  ~ R — = (N)
® . < e
FQDN| MAC POWER starus owneR zone cores RAM DK STORAGE A @ 3cephmon 3 .
" oS seaces ARGH °
@ 33 cephosd .
Deployed _ -
Siiaees @ 3 cephradosgw @ S o Q )
lourosgr... & On 18.04LTS root az3 32 12808 15 49578 = 7 :
= 3 cinder ®
s Foundationriodeits & spaces amded 8 3 ® o 7
@ [ar0730snvourosgr... & On 18.041TS root az2 32 128G 15 © 3cinderceph .
00253.61(+4 Ipmi p 2,found... 5 space: mde4
! ! - iy @ 3designate 2
a urosgr... (& On 18.04LTS root azs 32 12808 15 49578 C %
10, Ipmi ossstr, prod, sc, a... 5spaces amds4 © 2 designate-bind 4 5
& on 18.041TS root azs 32 12808 15 49578 @ 2eclastcsearch t ® Z ~
iomi : s spaces amdsd :
& on 18.04LTS 2 1288 15 49578 © 224filebeat 1 ; ¥
Ipmi amd64 @ 3glance -
a lar1930sn-lovrosgr... O On 18.041TS 32 12808 15 49578 i)
pm amded @ 1oraylog @ >
& 1212027 sovlourosar... & On 18,0417 oot as 2 18as 15 4957 @ 1 oraviocmongods \ ()
00253.63 (+4 Ipmi prod, foundation.... S spaces amds4 &
& 3h -aodh
f lar1936srlourosgr.. (& On 18.041TS root a5 32 1288 15 49578 adustersody o
10.0.253.62 (+4) Ipmi sc, az5, prod, os- 5spaces amd64 & 3 hacluster-cinder e)
a lar1933sn & on 18.041TS root azs 32 12808 15 49578
00253.64 (+4 o ¢ Foundation-n... 5 space mded (=)

= openstack.



MaaS @ Louros

£ PXE&DHCP - DNS&HTTP (oD HTTPProxy - IPAM 2 KVM Pods

v Mach
lachines Physical ~ KVMhosts  Virtua |Machines ~  Devices
2990 299 262 7 37 112
v Networks
paces ~ Fabies VLANs  |Pv4subnets ynamic | ( )
16 14 29 17 590 510

= openstack. A gr



Juju

What is it anyway ?!

e Open source application modeling tool developed and maintained by Canonical Ltd

e Focus on applications and their relations

e Create a development environment on your laptop, then recreate that environment on
the public cloud, onto bare metal servers or into a Kubernetes cluster

e Create repeatable, systematic and secure devops practices for all stages of your
product’s lifecycle

e Jujusimplifies deployment, maintenance, scaling up and winding down

= openstack. A gr



ubuntu@cfp001:~$ juju models
Controller: louros-maas

Model Cloud/Region
Controller maas_cloud
Kubernetes maas_cloud

openstack® maas_cloud
stgopenstack maas_cloud

= openstack.

Juju

Type
maas
maas
maas
maas

Machines
5

100

231

83

Cores
24
400
6384
1076

Units
8

23
1859
483
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Juju

Our production bundle is
~5500 lines !!!

... and counting on



Juju

Remains very simple to manage
configuration for applications and
relations

= openstack. "Ar -grnet
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Network Setup
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GRNET DATA CENTER - TYPICAL RACK & CONNECTIVITY

TR T Lo

Physical Network et M

Pasch Panel
Copper

2 x 10 Gbps LACP bond per server —-T:{ _— {“
Jumbo Frames »—}

Layer-2 access lists per VLAN .

(can

Autonomous Public APl network

RRRRERARAGRARARAARARAE

bgp peering,
=
/[ A\

Autonomous Floating IP network
Private OAM / Internal networks

Internet access only through proxy

¢_: openstack. A\ ar
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Virtual Network

Dedicated Neutron gateways

Openvswitch & VXLANs

No DVR at the moment

............
i
I 3
il
.......

vianwrww

VanYYY -Storage: Used o
VianzZ2 - Extomnal Used o e o

= openstack.

nnnnnnnn

Self Service tenant networks
Provider networks for Layer-2 VPNs

Be careful of MTUs !

Ao
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Health Check
Nagios

€ 5 C & ragioslowoscloud.gmetrlthruklicai-bin/tac cg

Thruk

r—
Hosts Unhanded)
Network Outages

Reports

Apps B PassiThestan.. @ Spreed! @ AsouPhotoFloat W data- I3 Projects-Ope.. & Openstack@L. @ Privacyerror

e
e T——

@

00uages

= openstack.

Observability

Logs
Filebeat & Graylog

¢ > C O Notsacure| ypesrelativasfields: SkaCsaurceswdh=19208hghighve o % O @b Bp @ = | @ i

* Apps B PassiThestan.. @ Spreed! @ AsouPhotoFloat b data- E3 Projects - Ope.. & OpenStackeL.

Search result
Found 744657 massages 129

ad

E—

ETEEE vore actons +

Fields | Decorators

Defa Al Nore

> 8 fac
> e
» B jups modeLrame

> By model i

> B o princpal

It of crrnt pageor i

@ Hahightresuts

© Privacy error B Other bookmarks

el 1 now . I Update vy 30 sconds - e

e —

215

Messages BW: s 7[s 5 w0 2=

Metrics

Prometheus & Grafana

Custom_Dashboards > Louros IPMI DCMI - " e L

104 122 0t 121 wta 11
105 126 ts wts 1) 3
107 ) 27 7 w7 )2
I ) 27 = ) 20 oos ) 7

264 aia )27 13 wid @) 3
s )27 e wie ) 4

3.0 kW IPMI interfaces up (1 )27 e ots 0 3
£ 17 ) 27 17 121 w7 @) 6
o9 ) 27 a9 )19 w19 () 8
o0 ) 27 20 1 20 w20 @) 7

Average server power consumption per rack (W)

289 984 282
DM a0 %6 g
b o e f e ol o

Lowros power consumption (W)

0 R SR S SIS D U R SR
WSSV GUSES W AW AUV S PV S S Sy e
T e e e A e [ PP i el

PSP ST R USSRV S WP SRSV S

B .

08 = 05 = 7 =

o

\ Networking Resea and Educat

=13 mla1s =16 a7 =) =2

OLstshurss @ T s+



Observability

Netdata

Real time metrics (1 sec
granularity)

Very useful for debugging
purposes

No need for long term metrics

Out of the box

£ 2 openstack. ’Av gr
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Registration Platform

A gr GRNET OpensStack Registration Service About
Django application S—

O OpenStack Access
4] OpenStac
Deployments User OpenStack
S Q M L i nteg rati O n OpenStack Access # ID User Name Deployment Description Status Created At Actions
1: ak admin OpenStack_Pilot  dafdf accepted  July 4, 2019, Details

SHLAI Update Status

Delete

A ns | b | e b ac ke N d to crea te 2 4 soumplis@admingmetgr  OpenStack_Pilot accepted  July 4, 2019,

Details

10:45 aim: Update Status
in Keyst
3 3 yanos@admin.grnet.gr OpenStack_Pilot  yanos proj accepted  July 4, 2019, Details
dUazian: Update Status
Delete
4 7 stelios@imis.athena- OpenStack_Pilot  just for testing ~ accepted  July 4, 2019, Details
innovation.gr thnkz ... 2:37 p.m.

Update Status

Delete

£_: openstack. > gr



onfiguration Management and Code Repositories

Ansible & AWX

hedules

My

Templat
nt

Project

Inventor

Inventor:

ADMINISTRATION

B credential Type:

8 rotiicaton

DASHBOARD

537 7

HOSTS FAILED HOSTS
JOB STATUS
38,
0
g 2
10)
2!
Oct27 oct30 Nov1 Nov3 Nové

RECENTLY USED TEMPLATES

NAME ACTIVITY
Openstack - Pl EEEEEEEE--
Update IDP List

Openstack [ -

Staging: Update IDP

= openstack.

10

INVENTORIES

Novg

ACTIONS

f

RECENT JOB RUNS

NAME

Openstack - Pilot: Update IDP
List

Openstack - Staging: Update
IDP List

0

Nov 27

TIME

11/27/2019 10:01:13 AM

11/27/2019 10:01:08 AM

J juju-bundles-sync

T Project overview

Details

ty
Releases
Cycle Analytics
B Repository
D issues
19 Merge Requests

cl/co

N

@ Operations.
0O wiki
% Snippets

£} Settings

GitLab

sync > Details

J juju-bundles-sync © Qv tfesar 0
Project ID: 18

©-4Commits P 1Branch ¢ 0Tags [ 430KBFiles

Contains bundle exports for all Juju models, gathered automatically by Jenkins in daily basis

master juju-bundles-sync |+ v History  Q Findfile WebIDE & ~

@ Synced at 21-Nov-2019 04:09:54 of371be3

Jenkins authored 6 days ago

@ Add READ!

@ Add CHANGELOG @ Add CONTRIBUTING B E

able Auto DevOp B Add Kubernetes clus

@ Setup CI/CD

Name Last commit Last update

& controller Synced

3-Nov-2019 11:21:17 2 weeks ago

W kubernetes Synced at 13-Nov-2019 11:21:17

2weeks ago

W openstack 9 04:09:54

W stgopenstack Synced at 13-Nov-2019 11:21:17

Y



Jenkins for Ops

Safe job execution
(ex. Package update)

Complex jobs simplified
(ex. NetBox validation)

Time consuming jobs
(ex. Firmware upgrade)

= openstack.

+/ netbox-validation-checks < 126

@ 58m1s No changes
@® 7 hours ago Started by timer

Daily NetBox
Start Validation

H—O—r—.

P

platform-check

hg_a
primarylPva-
check

hQ_J

Daily NetBox Validation / switch: i heck - <1s

> docker exec maas2netbox maas2netbox -c validate --log INFO -f switch_connections — Shell Script

@ Restart Daily NetBox Validation Z !

48m 48s

) ey
‘ ; L grne
Networking Research and Education



Patchman

Central package control
Simple bash agent for clients

Read only for hosts

Easy filtering for OS, packages,
repositories

= openstack.

Dashboard

Patch Management Dashboard for tools.grnet.gr

ED Hosts require a reboot for security reasons (e.g. kemel update)

D Hosts have bugfix-only updates pending

Reboot

Hostname Updates Running Kernel 0os Last Report Status
backup.srv-louros.gmet.gr 4.15.0-60-generic Ubuntu 18.04 Nov. 27, 2019, 7 am e
cfpoo1 4.15.0-70-generic Ubuntu 18.04 Nov. 27, 2019, 7 am. °
juju-436add-26-1xd-14.51v-louros.gret.gr 4.15.0-66-generic Ubuntu 18.04 Nov. 27,2019, 7 am. °
juju-436add-26-1xd-15.51v-louros.grmet.gr 4.15.0-66-generic Ubuntu 18.04 Nov. 27,2019, 7 am. °
juju-436add-26-Ixd-16 4.15.0-66-generic Ubuntu 18.04 Nov. 26, 2019, 2:19 p.m °
juju-436add- srv-louros.gmet.gr 4.15.0-66-generic Ubuntu 18.04 Nov. 27, 2019, 1:34 p.m °
juju-436add-26-Ixd-3 ros.gmet.gr 4.15.0-66-generic Ubuntu 18.04 Nov. 27, 2019, 1:33 p.m )
juju-436add-32-Ixd-1.srv-louros.gmet.gr 4.15.0-58-generic Ubuntu 18.04 Nov. 27, 2019, 7 am e
juju-436add-32-Ixd-2 ros.grmet. 4.15.0-58-generic Ubuntu 18.04 Nov. 27, 2019, 1:35 p.m e
juju-436add-32-1¥d-3.5rv-louros.grm 4.15.0-58-generic Ubuntu 18.04 Nov. 27, 2019, 1:33 p.m °
juju-436add-32-1xd-7.srv-louros.gmet. 4.15.0-58-geneic Ubuntu 18.04 Nov. 27,2019, 7 am. °
juju-436add-69-1xd-0.srv-louros.gmet.gr 4.15.0-55-generic Ubuntu 18.04 Nov. 27, 2019, 1:35 p.m °
juju-436add-69-Ixd-1.srv-louros.gmet.gr 4.15.0-55-generic Ubuntu 18.04 Nov. 27, 2019, 1:35 p.m °
juju-436add-69-Ixd-11.srv-louros.gmet.gr 4.15.0-55-generic Ubuntu 18.04 Nov. 27,2019, 7 am )
juju-436add-69-Ixd-15.srv-louros.gmet.gr 4.15.0-55-generic Ubuntu 18.04 Nov. 27, 2019, 7 am )
juju-980192-92-1xd-16.srv-louros.grmet.gr 4.15.0-58-generic Ubuntu 18.04 Nov. 27, 2019, 7 am e
juju-980192-92-1xd-31.srv-louros.grmet.g 4.15.0-58-generic Ubuntu 18.04 Nov. 27, 2019, 7 am e
Juju-980192-92-1xd-39.srv-louros grmet.gr 4.15.0-58-generic Ubuntu 18.04 Nov. 27,2019, 7 am. °
juju-980192-92-1xd-40.srv-louros 4.15.0-58-generic Ubuntu 18.04 Nov. 27,2019, 7 am. e
Juju-980192-94-Ixd-10.rv-louros.gmet.gr 4.15.0-60-generic Ubuntu 18.04 Nov. 27,2019, 7 am. )
1ju-980192-95-Ixd-12.s1v-louros 4.15.0-66-generic Ubuntu 18.04 Nov. 27,2019, 7am )
1ar0412.5rv-louros.grr 4.15.0-55-generic Ubuntu 18.04 Nov. 27, 2019, 6:57 am )
1ar0415.5rv-louros.gmet.gr 4.15.0-70-generic Ubuntu 18.04 Nov. 27, 2019, 7:04 am °

r



Vulnerability Scanning

Public Perimeter - Discovery

Public Perimeter - Penetration Test

@Assets Dashboard

Most vulnerable hosts

62.217.91.237)
62217.91191]
62.217.91210)

221791190
6221791235
6221791234
6221791189

Hosts topology

e
.2 3B

= openstack.

— =i

/day

igh)
“- (High) / day

Operating Systems by Vulnerability Score

.Jo:canonical:ubuntu_linux

.onical:ubuntu_linux:18.04,

cpez/oslinuxckemel

o:deblan:debian_linux:1.3

oct13  oct20

Oct27  Nov03  Nov1o

Nov17

Nov24

Refresh every 30 Sec. _~ | Logged in as Admin admin | Logout
‘Wed Nov 27 15: 0 2019 EET

Dashboard Rssets Secinfo Administration

Configuration

Scans Dashboard %
- Results by Severity Class (Total: 25673) - Reports by Severity Class (Total: 87)
M High
¥ 1] Medium 12 =
. I Low ;
I " g
25517 - 60
= Tasks by status (Total: 5) - Reports: High results timeline ~ Tasks by Severity Class (Total: 5)
~— Max. High - Max. High / host B
1 pone " Low

50 0.12 Log

s 011

40 040, 2
009

£ 0.08

30 007 5

25 006

20 00

i 004
003

10 0.02

05 001

Oct27 Nov03 NovlD Novi7 Nov2a

Public APls - Discovery
Public APIs - Deep Inspection

Ao



User support

Self Service - Tier 0 Instant Help - Tier 1

Q i Yonos Angloplos eQ s o
—_— November 12,2019
all categories » [EICES  Top Categories
Alexandros Soumplis
a5 Traceback (sost recent call last)
¢ ‘ File */opt/grnet/nagios-checks/check 0s_scenaria”, line 386, in <sodule>
natn()
DCreate a Windows Image for OpenStack FAle "/opt/grnet/nagtos-checks/check o scenario", Line 213, in matn
0 2 ep 24

cleanup(nova, cinder, Server_basenane, Voluse_basenane)

File "/opt/grnet/nagios-checks/check os_scenario", line 71, in cleanup
server.delete()

File "/opt/grnet/nagios-checks/nagios_venv2/local/1ib/python2.T/site-packages/novaclient/v2/servers.py”, Line 74, in delste
Feturn self.nanager. delete(self)

File  venv2/local/Lib/pythe _py", Une 1464, in delete
Feturn self._delete(*/servers/%s" % base.get1d(server))

File "/opt/grnet/nagios-checks/nagios_venv2/local/1ib/python2.7/site-packages/novaclient /base.py", Line 370, in _delete
resp, body = self..api.client. delete(url)

File "/opt/grmet/nagios-checks/nagios_venv2/local/1ib/python2.7/site-packages/keystoneautht/adapter.py”, Line 401, in delete
return self.request(url, 'DELETE', **kuargs)

® How To and Guides

D Use OpenStack as cloud provider with Juju

M How To and Guides

O Setup a Kubernetes cluster with Juju

® How To and Guides

© © ©

[ICreate a VM instance

o ” " Filo venv2/Tocal/Lib/pyth ", Une 83, 1n request
M How To and Guides N raise exceptions.fron_response(resp, body, url, method)
L NotFound: Instance could not be found. (HTTP 464) (Request-I0: req-07667c2a-8007-46fe-b1f-32696730506b)
[JRegister and Request Access
o un 2. check_os_scenario X root ané command line

B 406 T arid Guldae By 0 check_os. scenaro 6Ty T0 Tpég G root amd d

. Yanos Angelopoulos:

S . . 79ffeded-468f-4dd9-87-d2edacdebes
] Preparation before installing VMs = 0 = i
M How To and Guides . Yanos Angelopoulos
sifbugs launchpad.n
[JHow to launch a VM and access it? N . B .
5 FA ) o 5
Q Descripton Deleted 9 tances dashboard. Any opera U Noserver with  name or .
CJHow can | backup my VM? 0 AL November27,2019
. FAQ - =
Alexandros Soumplis

OWhat is the default username for each available image? o y | cx-wrppppyradesct &+
mFAQ
OWhat are my backup options? . : ) "

W FAQ

L—
= = openstack. r



Giving back to Community

= openstack.



Community - Our contributions

17 Upstream Patches

52
g/ l \ g .
g o
{ ]
19U
5= -
g/ I \ g .
2 [ J
o o roet o o

= openstack.

2 @ OpenStack projects S& £
8 @ OpenStack charms AN
3 @ Nagios charms g g g

2 @ Juju / MaaS core
2 @ Prometheus IPMI exporter

3 Projects @ GRNET GitHub

pstream Bug Reports e Ansible Inventory Server
6 @ OpenStack projects * MaaS to NetBox
5 @ OpenStack charms e MaaS / Juju Toolkit

3 @ Nagios charms
3 @ Juju / MaaS core
2 @ Other

A



BE AN ENGINEER THEY SAID

Thank You !

= openstack.



