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All is calm at your local 
security team.

Too calm.
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Hmmm. This user is acting 
very strangely

It’s one of our external 
users, coming in through 
eduGAIN

Which user?

Think they’re compromised? Can we 
reach security at their home 
organisation? 

No! All we have is a 
billing contact...
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…	an	incident	spread	throughout	the	federated	R&E	community	via	a	single	compromised	
iden?ty?	
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What	if…?	

h"ps://technical.edugain.org/		
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• Clearly	an	invi?ng	vector	of	a"ack	
• The	lack	of	a	centralised	support	system	for	security	incident	
response	is	an	iden?fied	risk	to	the	success	of	eduGAIN	

• We	will	need	organisa?ons	to	collaborate	during	incident	
response	–	this	may	be	outside	their	remit	
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Federated	Security	Incident	Response	
The	problem	

! 
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• A"acks	are	inevitable	L		
• But	we	can	make	security	capability	transparent	and	build	rela?onships	between	
organisa?ons	and	people	J	

We	need	a	Security	Incident	Response	Trust	Framework	for	Federated	Iden?ty,	Sir<i!	
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Federated	Security	Incident	Response	
The	solu=on	

Inviting new 
vector of 

attack 

Uncertainty 
in security 

capability of 
participants 

Lack of 
trust 
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Who’s	doing	the	work?	
• REFEDS	Working	Group		
• Groundwork	done	by	the	AARC	Project	
• Handover	to	GN4	for	deployment	

Who	will	be	the	first	to	benefit?	
• Pilot	federa?ons	
• Key	e-Infrastructures		
• Several	new	services	adding	Sir[i	as	a	
requirement	
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Who	is	in?		
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Want	to	find	out	more?	
hCps://refeds.org/sir<i	

We	have	
a	poster	
at	TNC!	

Curious?	
Visit	our	
homepage	

Want	to	
join?	Visit	
our	Wiki	
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Thank	you	
Any	Ques?ons?	
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