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What if...? AARC

... an incident spread throughout the federated R&E community via a single compromised

Vgl 37 (45

identity?
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Federated Security Incident Response
The problem

* Clearly an inviting vector of attack

* The lack of a centralised support system for security incident

response is an identified risk to the success of eduGAIN

* We will need organisations to collaborate during incident
response — this may be outside their remit

° Federation 2
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All I need is

identity...

AARC
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Federated Security Incident Response AARC
The solution

Uncertainty
in security

Inviting new

vector of
attack

capability of
participants

e Attacks are inevitable ®

* But we can make security capability transparent and build relationships between
organisations and people ©

We need a Security Incident Response Trust Framework for Federated Identity, Sirtfi!

&(AA RC https://aarc-project.eu



Who is in?

-

AARC

Who’s doing the work?
 REFEDS Working Group

* Groundwork done by the AARC Project
* Handover to GN4 for deployment

Who will be the first to benefit?
* Pilot federations
 Key e-Infrastructures

* Several new services adding Sirtfi as a
requirement

@
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Want to find out more? AARC
https://refeds.org/sirtfi

We have
a poster
at TNC!
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Q“‘c Sirtfi

A Security Incident Response Trust Framework for Federated Identity

The Security Incident Response Trust Framework for Federated Identity (Sirtfi) provides a mechanism to identify trusted, operationally
secure eduGAIN participants and facilitate effective incident response collaboration. Sirtfi has been developed with input from Identity
Federation communities worldwide and aims to provide a scalable safeguard against inevitable future attacks.

Want to
join? Visit
our Wiki

Is your organization part of an identity federation?
Make security a priority by adopting Sirtfi

Sirtfi is the Security Incident Response Trust Framew

Guide for Federation Participants

Guide for Federation Operators For background information on Sirtfi please visit the Si

Choosing a Sirtfi Contact
S Where to start?

pants

The Probler he out of ,/ s Home Bloj Wiki Meetings Sponsor Federations Our Work About (
i o b — 1. s s s . B

Why should | join? How can 1}

SIRTFI REFEDS > SIRTFI

The Security Incident Response Trust Framework for Federated Identity (Sirtfi) aims to enable the coordination of incident response across federated organisations. This assurance

framework comprises a list of assertions which an organisation can attest in order to be declared Sirtfi compliant. Visit our Wiki to discover how your organisation can prepare itself for

compiant IdPs compliant SPs

St Federated Incident Response with Sirtfi.

Raise the bar in oparationsl security across eduUGAIN e

REFEDS' Sirtfi Working Group has been active since 2014 and combines expertise in operational security and incident response policy from across the REFEDS community. Work

lish and implement the Sirtfi Trust Framework is supported by the AARC Project. cu rio u S?
¢ Visit our
homepage

(wac ZeduGAIN

Benefits Sirtfiv 1.0 FAQs

Why should | join? What are the Benefits? View the Sirtfi Framework Need help?

AARC https://aarc-project.eu



Thank you
Any Questions?

hannah.short@cern.ch

AARC

https://aarc-project.eu

© GEANT on behalf of the AARC project.
The work leading to these results has received funding from the European Union’s Horizon 2020 research and innovation programme under Grant Agreement No. 653965 (AARC).



