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Configuration

B ACOnet Participant Database

B |P address assignments

B Ports

B Arbor Peakflow Attributes

B Perlscripts

B config-export

B config-build

m pfsp-peer
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Configuration

® Netflow v9

B Sampling Rate 1 of 512

B export via separate Vlan

m Cisco ASR 9006

®m standard record ipv4 & ipv6b
B Cisco Catalyst 6500

® own build flow records
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Configuration

® Mitigation is started manually for every case

® NO AUTOMATIC MITIGATION!

B automatic detection via Arbor profile

B manually inserted Prefix connected to a profile
B Mitigation is started via more-specific announcement via BGP

B Divided participants address space in Managed Objects
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Summary Markets

Alerts More Reports

Use-Case 1: automatic detection

DETAILS  Perlod: [_Other

: | start:|04/08/14 23:14:00 | | End:|04/09/14 21:39:00 | | units:[ bps : | &2, Update
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13.4 Mbps D 0.099% 1.1 375.9 Mbps 1.0Gbps 0
Gbps
Top Applications Top Peers Top Fingerprints
other UDP [ 343.71Mbps I  APC-level3C. _ T\ 140.68 Mbps MM Remote Acces.. WA~ 121.64 Kbps NN
http e N 23.65 Mbps |l APC-Hurricane.. _ (—\__  54.53 Mbps [l Phishing Traffi.. __ MW, 4.11 Kbps |
ssl e 7.65 Mbps | APC-next laver ™\ __ 36.87 Mbps [l Scanning Acti... \w.__ M A 2.64 Kbps |
smtp _AA 1.76 Mbps APC-DTaq (T-S.. __/~™\___  18.98 Mbps |l NTP Mo 1.91 Kbps
dns f \ 1.66 Mbps APC-DANTE _f"" \ 11.38 Mbps | Other A_AA 1.74 Kbps
& view all & view all & view all
Top Cities Top TCP Ports Top UDP Ports
Unknown ™\ 375.90 Mbps [N www-http e 23.58 Mbps [ © \ 343.60 Mbps I
Innsbruck MM _ 227.00 bps https e 7.30 Mbps [ domain _ [T\ 1.66 Mbps
& View all smtp _AN 1.76 Mbps || p2pq A 80.38 Kbps
macromedia-fcs _ gfln~ ~ 809.67 Kbps | isakmp ~ wmm—aemA 34.24 Kbps
imaps LA, 522.84Kbps | https . 14.19 Kbps
& view all & view all
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Use-Case 2: manual detection and mitigation entry

DETAILS  Period: [ Other

: ] start:| 05/19/14 00:00:00 | | End:

Customer: I Sclcct Customer
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Use-Case 2: manual detection and mitigation entry
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Use-case 3: no more chance ...

Total | IZEREEH ops | IEEEN
3.0 Gbps
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0 bm 1 | | | 1 | |
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Dropped: 0 bps 37.3 bps 537.4 Mbps
Passed: 0 bps 32 bps 2.3 Mbps

Total: 0 bps 69.3 bps 539.8 Mbps

Percent Dropped: 0.00% 53.85% 99.56%
Blocked Hosts: 0 hosts 0 hosts 0 hosts
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... except Blackholing

B seperate BGP-Sessions with our Upstream

B Traffic from announced Prefix is dropped

B automatic bird-config generation out of DB-entry

B Problem: NAT

B Access List for the other external connections
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Questions ?
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